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Dispel’s Alignment With  
IEC 62443  
 

Introduction 
 

Industrial automation and control system (“IACS”) organizations increasingly 
use commercial off-the-shelf (“COTS”) networked devices that are inexpensive, 
efficient, and highly automated. Control systems are also increasingly intercon-
nected with non-IACS networks for valid business reasons. These devices, open 
networking technologies, and increased connectivity elevate the theoretical 
cyber risk of control system hardware and software. This, in turn, has raised 
concerns over Health, Safety and Environmental (“HSE”), financial, and/or rep-
utational consequences from cyberattacks on deployed control systems. 

IEC 62443 is not a proscriptive guide. The goal of the IEC 62443 series is to 
provide a flexible framework that facilitates addressing current and future vul-
nerabilities in IACSs and applying necessary mitigations in a systematic, defen-
sible manner through an IACS Security Program (an “IACS SP”). For those read-
ers working in Corporate, the reports you receive on Security Program efficacy 
are based off of Security Program Ratings (“SPRs”) – quantified assessments of 
the SP efficacy.  

 

IEC 62443 in Context 
Much like the interrelationship between the National Institute of Standards and 
Technology (“NIST”) Cyber Security Framework (the “CSF”) Version 1.1 and the 
NIST Special Publications (the “NIST SP”s), IEC 62443 is structured as a series 
of interleaving modular documents. These documents are categorized into 
four series, with the designation structure of IEC 62443-[series]-[sub document 
number].   

The IEC 62443-1 series exists to define the terms and frameworks off of which 
the rest of the documents and recommendations contained in IEC 62443 rely.  

The IEC 62443-2 series is used to define the roles, responsibilities, require-
ments, and audit mechanisms for the organizational structure and manage-
ment of the IACS SP. As such, the IEC 62443-2 series is the one that you are 
most likely to encounter first if coming over from Corporate or serving in an 
advisory capacity to a firm that follows IEC 62443. However, with the exception 
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of IEC 62443-2-4, the rest of IEC 62443-2 is not the series of direct relevance 
to assessing products or services going into an IACS.  

As a point of clarification, while new readers of the IEC 62443-2 series will no-
tice that it generally references the IEC 62443-3 series when discussing product 
capabilities, they will also notice that some sections, such as §8.4 of IEC 62443-
2-1, have documentation requirements which implicitly require any produc-
tized solution to have a set of underlying features. While true, with the excep-
tion of IEC 62443-2-4, sections throughout the rest of the series, including §8.4 
of IEC 62443-2-1, are still cross-referenced over to IEC 62443-3.  

IEC 62443-2-4 serves as a guide for third parties interacting with an IACS on 
what to request at an organizational and procedural level from the IACS owner. 
IEC 62443-2-4 is the exception to the rest of the IEC 62443-2 series in that, 
regrettably, it does not provide a cross referencing structure as of the time of 
this document’s printing. 

The IEC 62443-3 series is most usefully perceived as the mapping series within 
the broader IEC 62443 structure from objectives to practical implementation 
at a technological level. Here, Framework Requirements (“FR”s) are aligned 
with System Requirements (“SR”) for control systems.  

The IEC 62443-4 series serves as a guide for suppliers of systems that form, or 
form a part of, a control system. As with IEC 62443-3, Framework Requirements 
(“FR”s) are aligned with System Requirements (“SR”) for control systems. IEC 
62443-4-1 is primarily focused on applying a standardized process to the de-
velopment, deployment, and sustainment of product.  IEC 62443-4-2 is pri-
marily focused on defining the security attributes and capabilities that should 
be present within a control system, or a supporting component thereto.  

Based upon the above summary, the remainder of this document is focused 
on Dispel’s coverage with respect to IEC 62443-3 and IEC 624430-4.  

Contents 
Introduction ................................................................................................................................................... 1 
IEC 62443 in Context .................................................................................................................................. 1 
Mapping For IEC 62443-3-3: System Security Requirements and Security Levels ............. 3 
Mapping For IEC 62443-4-1: Secure Product Development Lifecycle Requirements .... 44 
Mapping For IEC 62443-4-2: Technical Security Requirements For IACS Components 72 
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Mapping For IEC 62443-3-3: System Security Requirements 
and Security Levels 
This part of the IEC 62443 series provides detailed technical control system 
requirements (“SR”s) associated with the seven foundational requirements 
(“FR”s) described in IEC 62443‑1‑1 including defining the requirements for 
control system capability security levels, (Security Level Capability, or “SL-C”). 
These requirements would be used by various members of the industrial auto-
mation and control system (IACS) community along with the defined zones 
and conduits for the System under Consideration (SuC) while developing the 
appropriate security level for the target control system, (Security Level Target, 
or “SL-T”), 

As defined in IEC 62443‑1‑1 there are a total of seven FRs: 

FR 1 - Identification and authentication control (IAC), 
FR 2 - Use control (UC), 
FR 3 - System integrity (SI), 
FR 4 - Data confidentiality (DC), 
FR 5 - Restricted data flow (RDF), 
FR 6 - Timely response to events (TRE), and 
FR 7 - Resource availability (RA). 

These seven requirements are the foundation for control system capability SLs, 
SL-C (control system). Defining security capability at the control system level is 
the goal and objective of this standard as opposed to target SLs, SL-T, or 
achieved SLs, SL-A, which are out of scope. 

See IEC 62443‑2‑1 for an equivalent set of non-technical, program-related, ca-
pability SRs necessary for fully achieving a control system target SL. 
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IEC 62443-3-3 FR 1 – Identification and Authentication Control     
     
Part Title Requirement Dispel Product/Feature   
SR 1.1 Human user 

identification 
and authentica-
tion 

The control system shall provide the capa-
bility to identify and authenticate all hu-
man users. This capability shall enforce 
such identification and authentication on 
all interfaces which provide human user 
access to the control system to support 
segregation of duties and least privilege in 
accordance with applicable security poli-
cies and procedures. 

Each human user must log in using a mini-
mum of a unique username and complex 
password to access Dispel. Roles and access 
controls are assigned to each user account. 
 
Pursuant to §5.3.2, paragraph 2, control 
rooms or critical operations rooms may set up 
role-based users so a team of human users 
can connect under the same username and 
password associated with the control room to 
the access portal. Dispel strongly advises 
against this practice except under very unique 
conditions. 
 
Please see SR 2.1 for permissions enforce-
ment. 
Each human user is uniquely identified when 
using Dispel by their login username and 
password except where, pursuant to §5.3.2, 
paragraph 2, role-based or group-based ac-
cess identification is chosen as the preferred 
route in control room or critical operations 
rooms. 

Yes 
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SR 1.1 RE 1 Unique identifica-
tion and authenti-
cation 

The control system shall provide the capa-
bility to uniquely identify and authenticate 
all human users. 

Each human user is uniquely identified when 
using Dispel by their login username and 
password except where, pursuant to §5.3.2, 
paragraph 2, role-based or group-based ac-
cess identification is chosen as the preferred 
route in control room or critical operations 
rooms. 

Yes 

SR 1.1 RE 2 Multifactor au-
thentication for 
untrusted net-
works 

The control system shall provide the capa-
bility to employ multifactor authentication 
for human user access to the control sys-
tem via an untrusted network (see 5.15, SR 
1.13 – Access via untrusted networks).  

Dispel supports TOTP authentication tools 
(QR code style) such as Google Authenticator, 
Microsoft Authenticator, 1Password, Authy, 
etc. Dispel also supports FIDO U2F hardware 
tokens such as Yubikeys, RSA SecurID tokens, 
and Common Access Cards.Dispel integrates 
with Active Directory, LDAP, Okta, and native 
OS biometric authentication systems includ-
ing Apple Touch ID and Windows Hello in 
apps. Admins may enforce MFA be used by all 
Dispel all users. 

Yes 
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SR 1.1 RE 3 Multifactor au-
thentication for all 
networks 

The control system shall provide the capa-
bility to employ multifactor authentication 
for all human user access to the control 
system.  

Dispel supports TOTP authentication tools 
(QR code style) such as Google Authenticator, 
Microsoft Authenticator, 1Password, Authy, 
etc. Dispel also supports FIDO U2F hardware 
tokens such as Yubikeys, and RSA SecurID to-
kens. Dispel integrates with Active Directory, 
LDAP, Okta, and native OS biometric authen-
tication systems including Apple Touch ID 
and Windows Hello in apps.  
 
Admins may enforce MFA be used by all Dis-
pel all users. 

Yes 

SR 1.2 Software process 
and device iden-
tification and 
authentication 

The control system shall provide the capa-
bility to identify and authenticate all soft-
ware processes and devices. This capabil-
ity shall enforce such identification and 
authentication on all interfaces which pro-
vide access to the control system to sup-
port least privilege in accordance with ap-
plicable security policies and procedures. 

"Dispel can restrict what protocols may be 
used when accessing a control system. Using 
a Dispel Virtual Desktop ("VDI") as part of the 
remote access deployment, the types of soft-
ware available to the User can be pre-defined, 
and software pro-cesses being run can be 
tracked" 

Yes 
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SR 1.2 RE 1 Unique identifica-
tion and authenti-
cation 

The control system shall provide the capa-
bility to uniquely identify and authenticate 
all software processes and devices. 

While Dispel is able to proactively identify and 
authenticate all software processes being run 
on a Dispel Virtual Desktop and all devices 
connected to a Dispel remote access network, 
because of the mention of "devices", we be-
lieve SR 1.2 RE 1  was intended to be in refer-
ence to the control system itself and the lay-
ers below it, rather than the remote access 
layer above it. We, therefore, do not consider 
this section to be applicable. 

Not Appli-
cable 

SR 1.3 Account man-
agement 

The control system shall provide the capa-
bility to support the management of all 
accounts by authorized users, including 
adding, activating, modifying, disabling 
and removing accounts. 

Dispel includes a user account management 
system; providing tools for adding, updating, 
removing, and permissioning users. Dispel 
also integrates with commonly used user 
management tools such as Microsoft Active 
Directory, LDAP, and Okta.  

Yes 

SR 1.3 RE 1 Unified account 
management 

The control system shall provide the capa-
bility to support unified account manage-
ment.  

Dispel supports unified account management 
tools such as Microsoft Active Directory, 
LDAP, and Okta. When a customer chooses to 
use one of these tools, their account relies on 
the UAM for all users. 

Yes 
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SR 1.4 Identifier man-
agement 

The control system shall provide the capa-
bility to support the management of iden-
tifiers by user, group, role or control sys-
tem interface. 

Dispel supports identifier based management 
for users and groups.The system allows re-
strictions on how a user is allowed to access 
control systems (via a VDI, or through a VPN 
application) and then what ports, IPs, and 
protocols they may use in that control envi-
ronment.While it is strongly discouraged, Dis-
pel does support access by general accounts 
(e.g., a "Control Room" master user account). 
However, a human user or machine account 
is supposed to be tied to a unique identifier. 

Yes 

SR 1.5 Authenticator 
management 

The control system shall provide the capa-
bility to: 
a) initialize authenticator content;  
b) change all default authenticators upon 
control system installation; 
c) change/refresh all authenticators; and 
d) protect all authenticators from unau-
thorized disclosure and modification 
when stored and transmitted.  

Dispel supports authenticator's for proving 
identity. A user account has a salted and 
hashed password associated with their login. 
User accounts do not have default passwords. 
Passwords and tokens are always transmitted 
under strong encryption (e.g., AES-256 with 
4096-bit keys). During login, the service gen-
erates and grants a user a session. User ses-
sions automatically expire after a set period of 
time. 

Yes 
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SR 1.5 RE 1 Hardware security 
for software pro-
cess identity cre-
dential 

For software process and device users, the 
control system shall provide the capability 
to protect the relevant authenticators via 
hardware mechanisms.  

For standard deployments, User passwords 
are salted and hashed before being stored in 
the Dispel database. This database is then en-
crypted by EBS encryption via the AWS Key 
Management Service. At no time are pass-
words stored in the Dispel database in 
plaintext. While the data on NVMe instance 
store volumes is encrypted using an XTS-AES-
256 cipher implemented on a hardware mod-
ule on the instance, there is no guarantee 
AWS uses NVMe for the Dispel database. User 
session authenticators are not saved to de-
vices that touch control systems. Sessions are 
stored in system memory. Note that system 
memory does not utilize hardware modules 
such as Apple T2 Security Chips or Microsoft 
TPM.For deployments requiring Hardware Se-
curity Modules (HSMs), key management is 
instead performed through a single-tenanted 
FIPS 140-2 Level 3 validated HSM or a client-
provided FIPS 140-2 Level 4 validated HSM. 
While this option exists, we wish to stress that 
it is not typically used due to the costs asso-
ciated with it.  

Yes 
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SR 1.6 Wireless access 
management 

The control system shall provide the capa-
bility to identify and authenticate all users 
(humans, software processes or devices) 
engaged in wireless communication. 

All remote access to a control system that 
runs through Dispel traverses a piece of hard-
ware called a Wicket External Systems inte-
grator. The customer can specify what back-
haul is used (wired, LTE, satellite, etc.) by the 
Wicket ESI during its configuration. This spec-
ification, in turn, can be documented within 
either the description section of the Wicket 
ESI on the management console, or in the 
name itself of the Wicket ESI (recommended), 
allowing for the ready identification of 
whether the communications accessing the 
control system are coming in wirelessly or 
not. For the Wicket ESI to function, it must 
successfully authenticate against the Dispel 
system. This action is necessarily a unique au-
thentication action.  

Yes 
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SR 1.6 RE 1 Unique identifica-
tion and authenti-
cation 

The control system shall provide the capa-
bility to uniquely identify and authenticate 
all users (humans, software processes or 
devices) engaged in wireless communica-
tion. 

All remote access to a control system that 
runs through Dispel traverses a piece of hard-
ware called a Wicket External Systems inte-
grator. The customer can specify what back-
haul is used (wired, LTE, satellite, etc.) by the 
Wicket ESI during its configuration. This spec-
ification, in turn, can be documented within 
either the description section of the Wicket 
ESI on the management console, or in the 
name itself of the Wicket ESI (recommended), 
allowing for the ready identification of 
whether the communications accessing the 
control system are coming in wirelessly or 
not. For the Wicket ESI to function, it must 
successfully authenticate against the Dispel 
system. This action is necessarily a unique au-
thentication action.  

Yes 

SR 1.7 Strength of pass-
word-based au-
thentication 

For control systems utilizing password-
based authentication, the control system 
shall provide the capability to enforce 
configurable password strength based on 
minimum length and variety of character 
types.  

Dispel passwords enforce password strength 
based on a minimum length, and combina-
tion of uppercase characters, special charac-
ters, and numbers. 

Yes 
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SR 1.7 RE 1 Password genera-
tion and lifetime 
restrictions for 
human users 

The control system shall provide the capa-
bility to prevent any given human user ac-
count from reusing a password for a con-
figurable number of generations. In addi-
tion, the control system shall provide the 
capability to enforce password minimum 
and maximum lifetime restrictions for hu-
man users. These capabilities shall con-
form with commonly accepted security in-
dustry practices. 

Dispel prevents the re-use of old passwords, 
and enforces lifetime restrictions for pass-
words. 

Yes 

SR 1.7 RE 2 Password lifetime 
restrictions for all 
users 

The control system shall provide the capa-
bility to enforce password minimum and 
maximum lifetime restrictions for all users.  

Dispel does enforces lifetime restrictions for 
passwords. 

Yes 

SR 1.8 Public key infra-
structure (PKI) 
certificates  

Where PKI is utilized, the control system 
shall provide the capability to operate a 
PKI according to commonly accepted best 
practices or obtain public key certificates 
from an existing PKI. 

Dispel uses industry-standard PKI methods 
for key management including VPN sessions 
and TLS certificates. 

Yes 
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SR 1.9 Strength of pub-
lic key authenti-
cation 

For control systems utilizing public key 
authentication, the control system shall 
provide the capability to: 
a) validate certificates by checking the va-
lidity of the signature of a given certificate; 
b) validate certificates by constructing a 
certification path to an accepted CA or in 
the case of self-signed certificates by de-
ploying leaf certificates to all hosts which 
communicate with the subject to which 
the certificate is issued; 
c) validate certificates by checking a given 
certificate’s revocation status; 
d) establish user (human, software process 
or device) control of the corresponding 
private key; and  
e) map the authenticated identity to a user 
(human, software process or device) 

Dispel PKI is used to identify Dispel's identity 
to users in circumstances such as TLS. Users 
are not authenticated using PKI. In this con-
text, Dispel complies with the steps listed 
here. 

Yes 

SR 1.9 RE 1 Hardware security 
for public key au-
thentication 

The control system shall provide the capa-
bility to protect the relevant private keys 
via hardware mechanisms according to 
commonly accepted security industry 
practices and recommendations. 

Dispel uses PKI for TLS, not user authentica-
tion. In the TLS context, hardware mecha-
nisms are used to protect private keys. 

Yes 



  IEC 62443 Coverage – Dispel, LLC    14 

 

DISPEL.IO   |   ENTERPRISE@DISPEL.IO 

SR 1.10 Authenticator 
feedback 

The control system shall provide the capa-
bility to obscure feedback of authentica-
tion information during the authentica-
tion process. 

Dispel provides general feedback to users to 
obscure what information may be accurate 
during authentication. For example, if an in-
valid username or password is used during 
authentication the system replies that an in-
valid username/password was used. Or, when 
a password reset is made the system replies 
"If that account exists, it will receive an email 
shortly." 

Yes 

SR 1.11 Unsuccessful 
login attempts 

The control system shall provide the capa-
bility to enforce a limit of a configurable 
number of consecutive invalid access at-
tempts by any user (human, software pro-
cess or device) during a configurable time 
period. The control system shall provide 
the capability to deny access for a speci-
fied period of time or until unlocked by an 
administrator when this limit has been ex-
ceeded.  

Dispel locks a user account after a set number 
of failed consecutive logins. Locked out ac-
counts must be manually re-enabled.  
 
Idling is prevented through the use of virtual 
desktops with Administrator defined maxi-
mum lifespans. 

Yes 

SR 1.12 System use noti-
fication 

The control system shall provide the capa-
bility to display a system use notification 
message before authenticating. The sys-
tem use notification message shall be 
configurable by authorized personnel. 

For customers seeking to meet this require-
ment (along with many others within the IEC 
62443 framework, for that matter), Dispel re-
quires the use of a virtual desktop - on which 
a system use notification may be placed. In 
addition, a system use notification can be pre-
sented to the User as part of form-based ac-
cess request procedures (where imple-
mented). 

Yes 
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SR 1.13 Access via un-
trusted networks  

The control system shall provide the capa-
bility to monitor and control all methods 
of access to the control system via un-
trusted networks.  

Dispel strictly controls all access to control 
systems from untrusted networks through the 
use of single-use virtual desktops tied to a 
moving target defense SD-WAN. Monitoring 
is provided via syslogging and session record-
ing on VDIs. 

Yes 

SR 1.13 RE 1 Explicit access re-
quest approval 

The control system shall provide the capa-
bility to deny access requests via un-
trusted networks unless approved by an 
assigned role. 

Dispel denies access by default. Users must 
authenticate with proper credentials and mul-
tifactor authentication functions; be granted 
permission to access control systems; and 
have user based access permissions for the IP 
addresses, ports, and protocols of the control 
systems they wish to access. 

Yes 
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IEC 62443-3-3 FR 2 - Use Control     
     
Part Title Requirement Dispel Product/Feature   
SR 2.1 Authorization en-

forcement 
On all interfaces, the control system shall 
provide the capability to enforce author-
izations assigned to all human users for 
controlling use of the control system to 
support segregation of duties and least 
privilege. 

Dispel provides device, protocol, process, and 
session-level access control which, by defini-
tion, leads to an identical degree of authori-
zation mapping. This capability is enforced at 
multiple levels within the Dispel product. For 
human users, single-use virtual desktops en-
sure session-level segmentation and excel at 
protocol and process segmentation against 
determined adversaries. The network infra-
structure spanning the distance from the user 
to the Wicket ESI located at the Control Sys-
tem can be set to self-destruct after each ses-
sion is concluded, providing a safeguard that 
task segregation is achieved temporally. At 
the Wicket ESI, user-session-specific whitelist-
ing of underlying equipment serves as a fail-
safe for human users connecting through a 
virtual desktop interface. 

Yes 
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SR 2.1 RE 1 Authorization en-
forcement for all 
users 

On all interfaces, the control system shall 
provide the capability to enforce author-
izations assigned to all users (humans, 
software processes and devices) for con-
trolling use of the control system to sup-
port segregation of duties and least priv-
ilege. 

Dispel provides device, protocol, process, and 
session-level access control which, by defini-
tion, leads to an identical degree of authori-
zation mapping. This capability is enforced at 
multiple levels within the Dispel product. For 
human users, single-use virtual desktops en-
sure session-level segmentation and excel at 
protocol and process segmentation against 
determined adversaries. For machine users, 
this responsibility necessarily falls instead to 
the network infrastructure and Wicket ESI, 
which both hold roles as bastion components. 
The network infrastructure spanning the dis-
tance from the user to the Wicket ESI located 
at the Control System can be set to self-de-
struct after each session is concluded, provid-
ing a safeguard that task segregation is 
achieved temporally. At the Wicket ESI, user-
session-specific whitelisting of underlying 
equipment serves as a failsafe for human us-
ers connecting through a virtual desktop in-
terface, and as the primary mechanism for 
providing such protection in the case of ma-
chine users. 

Yes 
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SR 2.1 RE 2 Permission map-
ping to roles 

The control system shall provide the ca-
pability for an authorized user or role to 
define and modify the mapping of per-
missions to roles for all human users. 

Dispel addresses this problem with two con-
verging procedures. First, authorized users 
are allowed to define or modify the mapping 
of permissions to a human user through the 
management console. Second, if the cus-
tomer so chooses, Dispel’s remote access sys-
tem can be set to require a form be com-
pleted by the person requesting access or a 
change to their access permissions. In this 
second situation, two humans – the user and 
administrator – are able to define precisely 
what it is that a person is going to be given 
access too. This technique serves to reduce 
the risk of an administrator assigned a per-
mission set that is broader than needed by 
the user.  

Yes 
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SR 2.1 RE 3 Supervisor override The control system shall support super-
visor manual override of the current hu-
man user authorizations for a configura-
ble time or event sequence. 

First, authorized users are allowed to define 
or modify the mapping of permissions to a 
human user through the management con-
sole at any time. Virtual desktops are set with 
time-to-live conditions, allowing an adminis-
trator to cleanly configure the time during 
which an authorization set are held open. 
Wicket ESIs control equipment whitelisting 
and can be reconfigured at any time as well. 
The stated requirement of SR 2.1 RE 3, how-
ever, is clarified in the “Note” section to be in 
reference to emergency situations; the goal 
being to allow a supervisor to expand a per-
mission set without forcing the operator to 
log out and log in again to obtain access to 
the broadened capabilities. In practice, not all 
permissions can be overridden without a new 
session being created – the reason being that 
different equipment sets require different ap-
plications to run them, and Dispel virtual 
desktops are not launched with applications 
irrelevant to the equipment to which a user is 
granted access. For this reason, we have as-
signed this section a Partial Coverage rating. 

Yes 

SR 2.1 RE 4 Dual approval The control system shall support dual 
approval where an action can result in 
serious impact on the industrial process. 

An administrator can specify that dual ap-
proval is required to access a specific part of 
the control system. 

Yes 
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SR 2.2 Wireless use con-
trol 

The control system shall provide the ca-
pability to authorize, monitor and en-
force usage restrictions for wireless con-
nectivity to the control system according 
to commonly accepted security industry 
practices. 

Dispel provides remote access to control sys-
tems via a Wicket ESI – a virtual or hardware 
appliance. In either case, the backhaul from 
the Wicket ESI is a known quantity, which 
means all connections to the control system 
are uniform in their use of a particular back-
haul. All traffic attempting to reach the Con-
trol System must undergo the same rigorous 
authorization requirements, and may be 
monitored, as well as recorded, per the Dispel 
customer’s specifications. 

Yes 

SR 2.2 RE 1 Identify and report 
unauthorized wire-
less devices 

The control system shall provide the ca-
pability to identify and report unauthor-
ized wireless devices transmitting within 
the control system physical environment. 

Not applicable. Not Appli-
cable 

SR 2.3 Use control for 
portable and mo-
bile devices 

The control system shall provide the ca-
pability to automatically enforce config-
urable usage restrictions that include: 
A) Preventing the use of portable and 
mobile devices; 
B) Requiring context specific authoriza-
tion; and 
C) Restricting code and data transfer 
to/from portable and mobile devices. 

Any connection reaching the Control System 
through Dispel necessarily traverses a dispos-
able intermediate component – typically, a 
virtual desktop. This intermediate component 
serves the purpose of creating a protocol 
break between the mobile/portable device 
and the Control System and controlling data 
transfer. Context specific authorization is 
available if an access request form process 
has been activated by the customer.   

Yes 

SR 2.3 RE 1 Enforcement of se-
curity status of 
portable and mo-
bile devices 

The control system shall provide the ca-
pability to verify that portable or mobile 
devices attempting to connect to a zone 
comply with the security requirements of 
that zone. 

Not applicable. Not Appli-
cable 
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SR 2.4 Mobile code The control system shall provide the ca-
pability to enforce usage restrictions for 
mobile code technologies based on the 
potential to cause damage to the control 
system that include: 
a) preventing the execution of mobile 
code; 
b) requiring proper authentication and 
authorization for origin of the code; 
c) restricting mobile code transfer 
to/from the control system; and 
d) monitoring the use of mobile code. 

For those reading this document without a 
copy of IEC 62443-3-3 in front of them, “mo-
bile code” is defined to include such things as 
Java, JavaScript, ActiveX, and Portable Docu-
ment Format (PDF), to name a few. To meet 
SR 2.4, Dispel typically does not permit the 
upload of files to the single-use virtual desk-
top that forms a part of the remote access 
system (in other words, a heavy emphasis on 
restriction c in order to meet restriction a. 
However, there are times when customers 
want to push mobile code up to virtual desk-
tops. In these situations, certificate checks can 
be required, and virus scans can be per-
formed. All activities, including those involv-
ing mobile code, are monitored in Dispel de-
ployments when the appropriate logging and 
recording packages are included by the cus-
tomer. 

Yes 

SR 2.4 RE 1 Mobile code integ-
rity check 

The control system shall provide the ca-
pability to verify integrity of the mobile 
code before allowing code execution. 

For those reading this document without a 
copy of IEC 62443-3-3 in front of them, “mo-
bile code” is defined to include such things as 
Java, JavaScript, ActiveX, and Portable Docu-
ment Format (PDF), to name a few. To meet 
SR 2.4 RE 1, Dispel embeds a virus scanner 
onto its virtual desktops. 

Yes 
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SR 2.5 Session Lock The control system shall provide the ca-
pability to prevent further access by ini-
tiating a session lock after a configurable 
time period of inactivity or by manual in-
itiation. The session lock shall remain in 
effect until the human user who owns 
the session or another authorized hu-
man user re-establishes access using ap-
propriate identification and authentica-
tion procedures. 

Dispel accomplishes this task by assigning 
time-to-live restrictions on its virtual desk-
tops. Virtual desktops may also be manually 
destroyed prior to their pre-specified time to 
live by an administrator at any time. 

Yes 

SR 2.6 Remote session 
termination 

The control system shall provide the ca-
pability to terminate a remote session ei-
ther automatically after a configurable 
time period of inactivity or manually by 
the user who initiated the session. 

Regardless of whether the user is a human or 
machine, the virtual infrastructure out of 
which a Dispel remote access system is com-
posed can be destroyed in accordance with a 
pre-specified schedule. The remote session 
may be terminated at any time by the user 
who initiated the session. 

Yes 

SR 2.7 Concurrent session 
control 

The control system shall provide the ca-
pability to limit the number of concur-
rent sessions per interface for any given 
user (human, software process or device) 
to a configurable number of sessions. 

Dispel permits this configuration in the man-
agement console. 

Yes 
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SR 2.8 Auditable events The control system shall provide the ca-
pability to generate audit records rele-
vant to security for the following catego-
ries: access control, request errors, oper-
ating system events, control system 
events, backup and restore events, con-
figuration changes, potential reconnais-
sance activity and audit log events. Indi-
vidual audit records shall include the 
timestamp, source (originating device, 
software process or human user ac-
count), category, type, event ID and 
event result. 

Dispel renders these services, to the extent 
they are visible to Dispel components, 
through its logging and screen recording sys-
tems. Please note that Dispel’s alignment with 
SR 2.8 is not a replacement for logging inside 
of the control system itself. 

Yes 

SR 2.8 RE 1 Centrally managed, 
system-wide audit 
trail 

The control system shall provide the ca-
pability to centrally manage audit events 
and to compile audit records from mul-
tiple components throughout the con-
trol system into a systemwide (logical or 
physical), time-correlated audit trail. The 
control system shall provide the capabil-
ity to export these audit records in indus-
try standard formats for analysis by 
standard commercial log analysis tools, 
for example, security information and 
event management (SIEM). 

Not applicable. However, Dispel is able to in-
terface its systems directly to the analytics 
packages envisioned by SR 2.8 RE 1. Aggre-
gation, in short, is not completed by Dispel. 

Yes 

SR 2.9 Audit storage ca-
pacity 

The control system shall allocate suffi-
cient audit record storage capacity ac-
cording to commonly recognized rec-
ommendations for log management and 
system configuration. The control sys-
tem shall provide auditing mechanisms 
to reduce the likelihood of such capacity 
being exceeded. 

Dispel offers logging storage capacity in hot, 
cold, and LTO forms to whatever specifica-
tions are provided by the client. 

Yes 
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SR 2.9 RE 1 Warn when audit 
record storage ca-
pacity threshold 
reached 

The control system shall provide the ca-
pability to issue a warning when the al-
located audit record storage volume 
reaches a configurable percentage of 
maximum audit record storage capacity. 

Dispel’s storage system provides a warning 
when capacity is being reached. 

Yes 

SR 2.10 Response to audit 
processing failures 

The control system shall provide the ca-
pability to alert personnel and prevent 
the loss of essential services and func-
tions in the event of an audit processing 
failure. The control system shall provide 
the capability to support appropriate ac-
tions in response to an audit processing 
failure according to commonly accepted 
industry practices and recommenda-
tions. 

Dispel’s logging and audit systems sit in a 
segmented area from those systems respon-
sible for performing essential services and 
functions. An alert is provided when a log 
server experiences a failure. 

Yes 

SR 2.11 Timestamps The control system shall provide 
timestamps for use in audit record gen-
eration. 

All logged activities are time stamped. Yes 

SR 2.11 RE 1 Internal time syn-
chronization 

The control system shall provide the ca-
pability to synchronize internal system 
clocks at a configurable frequency. 

All Dispel components sit on virtualized plat-
forms which only time sync to Coordinated 
Universal Time per the Network Time Proto-
col. The frequency with which synchroniza-
tions occur cannot be specified by the cus-
tomer at this time. 

Partial 
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SR 2.11 RE 2 Protection of time 
source integrity 

The time source shall be protected from 
unauthorized alteration and shall cause 
an audit event upon alteration. 

The time source for all Dispel components are 
the publicly referenced atomic clocks whose 
defences - and cross referenceable structure 
- serve to prevent malicious alteration. Refer-
ence is made to these Stratum 0 clocks via 
Stratum 1 NTP servers supplied and main-
tained by the cloud(s) upon which the Dispel 
system is deployed (for example, Amazon 
Time Sync Service). 

Yes 

SR 2.12 Non-repudiation The control system shall provide the ca-
pability to determine whether a given 
human user took a particular action. 

Dispel can provide session recordings of all 
activities performed by a user through a vir-
tual desktop. Session recording is rendered as 
an optional service. 

Yes 

SR 2.12 RE 1 Non-repudiation 
for all users 

The control system shall provide the ca-
pability to determine whether a given 
user (human, software process or device) 
took a particular action. 

Human and machine users are both assigned 
whitelisted device, protocol, session level ac-
cess. If logging is activated by the customer, 
this level of granularity should provide insight 
into whether a particular user was responsible 
for a given action. We would stress that action 
and effect are different. A simplistic example 
being an adversary reversing the wires on a 
servo so that, in spite of the logs reporting 
that a person’s action was to close a valve, the 
effect was the valve being opened. 

Yes 
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IEC 62443-3-3 FR 3 - System Integrity     
     
Part Title Requirement Dispel Product/Feature   
SR 3.1 Communication 

integrity 
The control system shall provide the capa-
bility to protect the integrity of transmitted 
information. 

Data sent over Dispel’s remote access system 
traverses a colorless core, moving target de-
fense software defined wide area network 
built over any of 7 major commercial public 
cloud provider or, depending upon the cus-
tomer, private or government clouds. Except 
if specified by the customer, Dispel encrypts 
all transmission within the network such that 
they exceed CNSA Suite guidelines – specifi-
cally, by using AES-256 with independent 
4096-bit keys used for the initial key ex-
change. SR 3.1 goes further in the supple-
mental guidance section, however, in calling 
for hardening of hardware components to 
meet relevant environmental risks to signal 
integrity. Dispel provides ruggedized form-
factor Wicket ESIs to the specifications of the 
customer. While case-by-case, typical rug-
gedized Wicket ESI form factors are tested to 
align with IEC 60068-2-64 and IEC 60068-2-
27. 

Yes 

SR 3.1 RE 1 Cryptographic in-
tegrity protection 

The control system shall provide the capa-
bility to employ cryptographic mechanisms 
to recognize changes to information during 
communication. 

Except where specified by the customer to the 
contrary, all data sent over a Dispel remote 
access network is twice encrypted using AES-
256 with independent 4096-bit keys used for 
the initial key exchange. Alternative options 
include Curve25519 and certain post-quan-
tum prototypes.  

Yes 
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SR 3.2 Malicious code 
protection 

The control system shall provide the capa-
bility to employ protection mechanisms to 
prevent, detect, report and mitigate the ef-
fects of malicious code or unauthorized 
software. The control system shall provide 
the capability to update the protection 
mechanisms. 

Dispel deploys anti-virus software, process 
whitelisting, and protocol whitelisting on a 
disposable virtual desktop – coupled with 
logging and tieback to the Control System’s 
SIEM to prevent, detect, and report on mali-
cious code or unauthorized software injection 
attempts. As a mitigation measure, attention 
should be drawn to the disposability of the 
virtual desktops – the solution to concern 
around an infection on the virtual desktop to 
simply destroy and replace the virtual desk-
top with another provisioned on a distinct hy-
pervisor. Virtual desktops are built with the 
latest patches and, therefore, protection 
mechanisms, each time they are launched. 

Yes 
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SR 3.2 RE 1 Malicious code 
protection on en-
try and exit 
points 

The control system shall provide the capa-
bility to employ malicious code protection 
mechanisms at all entry and exit points. 

Dispel serves as the remote access point for 
control systems. In that role, Dispel deploys 
anti-virus software, process whitelisting, and 
protocol whitelisting on a disposable virtual 
desktop – coupled with logging and tieback 
to the Control System’s SIEM to prevent, de-
tect, and report on malicious code or unau-
thorized software injection attempts. As a 
mitigation measure, attention should be 
drawn to the disposability of the virtual desk-
tops – the solution to concern around an in-
fection on the virtual desktop to simply de-
stroy and replace the virtual desktop with an-
other provisioned on a distinct hypervisor. 
Virtual desktops are built with the latest 
patches and, therefore, protection mecha-
nisms, each time they are launched. 

Yes 

SR 3.2 RE 2 Central manage-
ment and report-
ing for malicious 
code protection 

The control system shall provide the capa-
bility to manage malicious code protection 
mechanisms. 

As provided in the notes section of SR 3.2 RE 
2, this mechanism was expected by the au-
thors of IEC 62443-3-3 to be delivered 
through an integration with either a SIEM, 
endpoint infrastructure management sys-
tems, or a combination thereof. Dispel pro-
vides management over code protection 
tools within the remote access system (antivi-
rus software on virtual desktops), but also ties 
into the customer’s SIEM to support unified 
oversight. 

Yes 
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SR 3.3 Security func-
tionality verifi-
cation 

The control system shall provide the capa-
bility to support verification of the intended 
operation of security functions and report 
when anomalies are discovered during FAT, 
SAT and scheduled maintenance. These se-
curity functions shall include all those nec-
essary to support the security requirements 
specified in this standard. 

When testing of the nature described in SR 
3.3 and its supplemental guidance section 
arise, Dispel not only provides the customer 
with the ability to have testers assess the live 
system, but also provides the customer with a 
replica environment the testers can run initial 
verifications against without potentially de-
stabilizing operations. Tests may be 
scripted/automated or manual in nature and 
may be run during normal or offline opera-
tions. 

Yes 

SR 3.3 RE 1 Automated 
mechanisms for 
security function-
ality verification 

The control system shall provide the capa-
bility to employ automated mechanisms to 
support management of security verifica-
tion during FAT, SAT and scheduled mainte-
nance. 

When testing of the nature described in SR 
3.3 and its supplemental guidance section 
arise, Dispel not only provides the customer 
with the ability to have testers assess the live 
system, but also provides the customer with a 
replica environment the testers can run initial 
verifications against without potentially de-
stabilizing operations. Tests may be 
scripted/automated or manual in nature and 
may be run during normal or offline opera-
tions. 

Yes 
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SR 3.3 RE 2 Security function-
ality verification 
during normal 
operation 

The control system shall provide the capa-
bility to support verification of the intended 
operation of security functions during nor-
mal operations. 

When testing of the nature described in SR 
3.3 and its supplemental guidance section 
arise, Dispel not only provides the customer 
with the ability to have testers assess the live 
system, but also provides the customer with a 
replica environment the testers can run initial 
verifications against without potentially de-
stabilizing operations. Tests may be 
scripted/automated or manual in nature and 
may be run during normal or offline opera-
tions. 

Yes 

SR 3.4 Software and in-
formation integ-
rity 

The control system shall provide the capa-
bility to detect, record, report and protect 
against unauthorized changes to software 
and information at rest. 

Due to the description provided in the sup-
plemental guidance section of SR 3.4, we 
strongly believe the focus of the Author’s of 
IEC 62443-3-3 was on changes made to end-
points, rather than remote infrastructure. For 
this reason, we have labeled this section and 
SR 3.4 RE 1 Not Applicable. Further, since Dis-
pel serves as the remote access conduit, ra-
ther than the Control System, and the Dispel 
infrastructure is ephemeral, no data is ever at 
rest within the Dispel infrastructure except in 
audit storage segments. For audit related 
alarms and storage, if Dispel is in control of 
that storage (ie, it is not being piped to an on-
prem storage array at the customer), Dispel 
has audit records stored on WORM data 
tapes in secured, geographically dispersed fa-
cilities supplied and maintained by Partners 
(for example, Amazon Web Services’ S3 Glac-
ier Deep Archive). 

Not Appli-
cable 
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SR 3.4 RE 1 Automated noti-
fication about in-
tegrity violations 

The control system shall provide the capa-
bility to use automated tools that provide 
notification to a configurable set of recipi-
ents upon discovering discrepancies during 
integrity verification. 

Due to the description provided in the sup-
plemental guidance section of SR 3.4, we 
strongly believe the focus of the Author’s of 
IEC 62443-3-3 was on changes made to end-
points, rather than remote infrastructure. For 
this reason, we have labeled this section SR 
3.4 Not Applicable. Further, since Dispel 
serves as the remote access conduit, rather 
than the Control System, and the Dispel infra-
structure is ephemeral, no data is ever at rest 
within the Dispel infrastructure.  

Not Appli-
cable 

SR 3.5 Input validation The control system shall validate the syntax 
and content of any input which is used as 
an industrial process control input or input 
that directly impacts the action of the con-
trol system. 

Dispel serves as the remote access conduit to 
HMIs that would have input validation mech-
anisms on them. It is not, itself, the input 
mechanism. 

Not Appli-
cable 

SR 3.6 Deterministic 
output 

The control system shall provide the capa-
bility to set outputs to a predetermined 
state if normal operation cannot be main-
tained as a result of an attack. 

Please note that Dispel serves only as the re-
mote access conduit for the control system 
and, therefore, its adherence to 3.6 should not 
be misconstrued as providing internal safe-
guards to the control system from an attack 
launched on premises. Dispel’s hardware 
Wicket ESIs can be configured to fail-to-
closed if an attack is detected inside the pe-
rimeter. This requires an additional piece of 
hardware and configuration with the cus-
tomer’s SIEM or master alarm system. 

Yes 
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SR 3.7 Error handling The control system shall identify and handle 
error conditions in a manner such that ef-
fective remediation can occur. This shall be 
done in a manner which does not provide 
information that could be exploited by ad-
versaries to attack the IACS unless revealing 
this information is necessary for the timely 
troubleshooting of problems. 

Dispel supplies verbose error messages when 
systems have experienced failures that, if re-
viewed by a Dispel employee or trained third 
party with appropriate access credentials, can 
permit troubleshooting to take place effi-
ciently. These error messages do not reveal 
information that would aid an attacker in 
damaging the Dispel system further. 

Yes 

SR 3.8 Session integrity The control system shall provide the capa-
bility to protect the integrity of sessions. 
The control system shall reject any usage of 
invalid session IDs. 

Users are only able to reach a virtual desktop 
supplied by Dispel using Microsoft Remote 
Desktop Protocol which, in turn, relies upon a 
uniquely generated session ID to maintain the 
connection. 

Yes 

SR 3.8 RE 1 Invalidation of 
session IDs after 
session termina-
tion 

The control system shall provide the capa-
bility to invalidate session IDs upon user 
logout or other session termination (includ-
ing browser sessions). 

When a session is terminated, the associated 
virtual desktop is destroyed. This achieves the 
same outcome as invalidating the session ID, 
as there is nothing to which the session ID can 
associate any longer. 

Yes 

SR 3.8 RE 2 Unique session 
ID generation 

The control system shall provide the capa-
bility to generate a unique session ID for 
each session and treat all unexpected ses-
sion IDs as invalid. 

To initiate a connection to a remote access 
conduit supplied by Dispel, a user must ac-
cess a virtual desktop using RDP. RDP, in turn, 
generates a unique session ID for each ses-
sion and treats all unexpected session IDs as 
invalid.  

Yes 
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SR 3.8 RE 3 Randomness of 
session IDs 

The control system shall provide the capa-
bility to generate unique session IDs with 
commonly accepted sources of random-
ness. 

To initiate a connection to a remote access 
conduit supplied by Dispel, a user must ac-
cess a virtual desktop using RDP. RDP, in turn, 
generates a unique session ID for each ses-
sion and treats all unexpected session IDs as 
invalid. However, there is no reason to believe 
that these session IDs are created with an ac-
ceptable degree of randomness. To overcome 
this, Dispel relies upon a combination of IP 
Whitelisting at the virtual desktop level, and 
the randomly generated locations of these 
virtual desktops, to prevent the hijacking for 
which SR 3.8 RE 3 was written. 

Yes 

SR 3.9 Protection of 
audit infor-
mation 

The control system shall protect audit infor-
mation and audit tools (if present) from un-
authorized access, modification and dele-
tion. 

Where Dispel is in control of the storage of 
audit information rather than the customer, 
Dispel has audit records stored on WORM 
data tapes stored in secured, geographically 
dispersed facilities supplied and maintained 
by Partners (for example, Amazon Web Ser-
vices’ S3 Glacier Deep Archive). 

Yes 
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SR 3.9 RE 1 Audit records on 
write-once media 

The control system shall provide the capa-
bility to produce audit records on hard-
ware-enforced write-once media. 

Dispel offers, and strongly encourages its cus-
tomers to use, Write-Once Ready Many Linear 
Tape Open recording systems for audit rec-
ords kept on-premises. For customers who 
prefer to rely upon Dispel to manage the stor-
age and retention of data, Dispel has audit 
records placed on WORM tape in geograph-
ically dispersed secured facilities supplied and 
maintained by Partners (for example, Amazon 
Web Services’ S3 Glacier Deep Archive ser-
vice). 

Yes 
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IEC 62443-3-3 FR 4 - Data Confidentiality     
     
Part Title Requirement Dispel Product/Feature   
SR 4.1 Information con-

fidentiality 
The control system shall provide the capa-
bility to protect the confidentiality of infor-
mation for which explicit read authorization 
is supported, whether at rest or in transit. 

Dispel’s networks are colorless core, meaning 
all data, irrespective of its confidentiality tier 
or external factors such as zone traversal, is 
encrypted to the same level. The standard en-
cryption treatment employed by Dispel in 
2022 is to encrypt data with AES 256 using 
4096-bit keys for the initial key exchange. All 
audit data stored at rest is also encrypted us-
ing AES 256. 

Yes 

SR 4.1 RE 1 Protection of con-
fidentiality at rest 
or in transit via 
untrusted net-
works 

The control system shall provide the capa-
bility to protect the confidentiality of infor-
mation at rest and remote access sessions 
traversing an untrusted network. 

Dispel’s networks are colorless core, meaning 
all data, irrespective of its confidentiality tier 
or external factors such as zone traversal, is 
encrypted to the same level. The standard en-
cryption treatment employed by Dispel in 
2022 is to encrypt data with AES 256 using 
4096-bit keys for the initial key exchange. All 
audit data stored at rest is also encrypted us-
ing AES 256. 

Yes 

SR 4.1 RE 2 Protection of con-
fidentiality across 
zone boundaries 

The control system shall provide the capa-
bility to protect the confidentiality of infor-
mation traversing any zone boundary. 

Dispel’s networks are colorless core, meaning 
all data, irrespective of its confidentiality tier 
or external factors such as zone traversal, is 
encrypted to the same level. The standard en-
cryption treatment employed by Dispel in 
2022 is to encrypt data with AES 256 using 
4096-bit keys for the initial key exchange. All 
audit data stored at rest is also encrypted us-
ing AES 256. 

Yes 
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SR 4.2 Information per-
sistence 

The control system shall provide the capa-
bility to purge all information for which ex-
plicit read authorization is supported from 
components to be released from active ser-
vice and/or decommissioned. 

Dispel purges all information from compo-
nents before releasing them from active ser-
vice and/or decommissioning them. 

Yes 

SR 4.2 RE 1 Purging of shared 
memory re-
sources 

The control system shall provide the capa-
bility to prevent unauthorized and unin-
tended information transfer via volatile 
shared memory resources. 

Dispel purges all information from compo-
nents, including RAM, before releasing them 
from active service and/or decommissioning 
them. 

Yes 

SR 4.3 Use of cryptog-
raphy 

If cryptography is required, the control sys-
tem shall use cryptographic algorithms, key 
sizes and mechanisms for key establish-
ment and management according to com-
monly accepted security industry practices 
and recommendations. 

Dispel exceeds CNSA Suite guidelines, em-
ploying AES 256 with 4096-bit keys. Dispel 
can, upon request, switch to Curve25519 or 
certain prototype post-quantum algorithms 
of the customer’s choosing. 

Yes 
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IEC 62443-3-3 FR 5 - Restricted Data Flow     
     
Part Title Requirement Dispel Product/Feature   
SR 5.1 Network seg-

mentation 
The control system shall provide the capa-
bility to logically segment control system 
networks from non-control system net-
works and to logically segment critical con-
trol system networks from other control 
system networks. 

By default, Dispel provides Layer 3 logical net-
work segmentation to critical control systems 
from external connection. In circumstances 
requiring physical medium breaks, Dispel 
support data diodes. 

Yes 

SR 5.1 RE 1 Physical network 
segmentation 

The control system shall provide the capa-
bility to physically segment control system 
networks from non-control system net-
works and to physically segment critical 
control system networks from non-critical 
control system networks. 

Dispel provides Layer 3 network segmenta-
tion and data diodes for physical breaks. 

Yes – with 
note 

SR 5.1 RE 2 Independence 
from non-control 
system networks 

The control system shall have the capabil-
ity to provide network services to control 
system networks, critical or otherwise, 
without a connection to non-control sys-
tem networks. 

Dispel links directly from the control system 
network to the Enclave SD-WAN. It does not 
require a connection to non-control system 
networks. In environments where all hardline 
routable networks cross non-critical net-
works, a cellular backhaul may be used from 
the Wicket ESI to the Enclave. 

Yes 

SR 5.1 RE 3 Logical and physi-
cal isolation of 
critical networks 

The control system shall provide the capa-
bility to logically and physically isolate crit-
ical control system networks from non-crit-
ical control system networks. 

Dispel's network routing isolates critical con-
trol systems from other network traffic. In the 
OSI model, Dispel cannot interfere with other 
physical hardware connections installed in the 
control system. But if all external traffic con-
nections to critical control systems route 
through Dispel, then isolation may be en-
forced. 

Yes – with 
note 
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SR 5.2 Zone boundary 
protection 

The control system shall provide the capa-
bility to monitor and control communica-
tions at zone boundaries to enforce the 
compartmentalization defined in the risk-
based zones and conduits model. 

Dispel's SD-WAN provides several defense-
in-depth zone boundaries; including firewalls, 
encrypted tunnels, and monitoring. Network 
traffic routing through Dispel may be logged. 
The SD-WAN Enclave enforces compartmen-
talization of zones connected to the Dispel 
environment. 

Yes 

SR 5.2 RE 1 Deny by default, 
allow by exception 

The control system shall provide the capa-
bility to deny network traffic by default and 
allow network traffic by exception (also 
termed deny all, permit by exception). 

Dispel's firewall rules deny all network traffic 
except explicitly authorized connections by 
default. 

Yes 

SR 5.2 RE 2 Island mode The control system shall provide the capa-
bility to prevent any communication 
through the 
control system boundary (also termed is-
land mode). 

This is accomplished by disabling the Enclave. 
The Wicket ESI provides the uplink from the 
local control network to the remote access 
Enclave. If no Enclave exists, the Wicket ESI 
cannot route traffic. 

Yes 

SR 5.2 RE 3 Fail close The control system shall provide the capa-
bility to prevent any communication 
through the control system boundary 
when there is an operational failure of the 
boundary protection mechanisms (also 
termed fail close). This ‘fail close’ function-
ality shall be designed such that it does not 
interfere with the operation of a SIS or 
other safety-related functions. 

If the Enclave boundary mechanism fails, the 
Wicket ESI will lose the ability to route traffic 
through from the control network to the ex-
ternal Internet. Unless the control system de-
pends on outside connections to function--
which it should not--this fail close method will 
not affect the underlying control system. 

Yes 
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SR 5.3 General purpose 
person-to-person 
communication 
restrictions 

The control system shall provide the capa-
bility to prevent general purpose person-
to-person messages from being received 
from users or systems external to the con-
trol system. 

All Enclaves come equipped with firewall 
rules, including blocked sites and services. 
Admins can choose to block person-to-per-
son communication tools (like Twitter, Face-
book, etc as referenced in IEC 62443). File up-
loads can also be disabled for operators, pre-
venting malware from getting to the control 
system. 

Yes 

SR 5.3 RE 1 Prohibit all general 
purpose person-
to-person commu-
nications 

The control system shall provide the capa-
bility to prevent both transmission and re-
ceipt of general purpose person-to-person 
messages. 

When connected to a control system via Dis-
pel, all external Internet connections are 
blocked. Dispel's SD-WAN does not allow 
split tunneling. 

Yes 

SR 5.4 Application parti-
tioning 

The control system shall provide the capa-
bility to support partitioning of data, appli-
cations and services based on criticality to 
facilitate implementing a zoning model. 

Each part of Dispel's architecture lives on sin-
gle tenant virtual machines. By default, sys-
tems are partitioned for security and redun-
dancy. 

Yes 
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IEC 62443-3-3 FR 6 – Timely Response To Events     
     
Part Title Requirement Dispel Product/Feature   
SR 6.1 Audit log ac-

cessibility 
The control system shall provide the capa-
bility for authorized humans and/or tools to 
access audit logs on a read-only basis. 

Dispel provides audit logs of who did what 
and when. Fully configurable by clients, Dis-
pel's audit system includes monitoring, audit 
logging, IP filtering, and third-party security 
integrations. User roles and responsibilities 
are customizable, so (for example) your 
IT/ops team can monitor logs without being 
able to modify data. 

Yes 

SR 6.1 RE 1 Programmatic 
access to audit 
logs 

The control system shall provide program-
matic access to audit records using an appli-
cation programming interface (API). 

Dispel's logging service includes a JSON-
based REST API. 

Yes 

SR 6.2 Continuous 
monitoring 

The control system shall provide the capa-
bility to continuously monitor all security 
mechanism performance using commonly 
accepted security industry practices and rec-
ommendations to detect, characterize and 
report security breaches in a timely manner. 

Dispel provides data visualization and moni-
toring for continous monitoring by security 
teams. Our syslogging audit system also in-
cludes unsupervised machine learning to help 
find patterns in data for anomaly and outlier 
detection. 

Yes 
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IEC 62443-3-3 FR 7 – Resource Availability     
     
Part Title Requirement Dispel Product/Feature   
SR 7.1 Denial of service 

protection 
The control system shall provide the capa-
bility to operate in a degraded mode during 
a DoS event. 

Dispel will continue to operate at lower band-
widths experienced as a result of a DoS event. 

Yes 

SR 7.1 RE 1 Manage commu-
nication loads 

The control system shall provide the capa-
bility to manage communication loads 
(such as using rate limiting) to mitigate the 
effects of information flooding types of DoS 
events. 

Dispel manages communication loads by em-
ploying IP whitelisting between network com-
ponents, being outbound-only at the Wicket 
ESI for establishing a connection to the first 
point in a remote access network, and for be-
ing unresponsive to inbound communica-
tions on all components once a connection is 
established (other than from that one IP ad-
dress, of course). These actions have the ef-
fect of mitigating the risk of at DoS event tak-
ing place.  

Yes 

SR 7.1 RE 2 Limit DoS effects 
to other systems 
or networks 

The control system shall provide the capa-
bility to restrict the ability of all users (hu-
mans, software processes and devices) to 
cause DoS events which affect other control 
systems or networks. 

Dispel can throttle the amount of bandwidth 
consumed by any given user, be they human 
or machine.  

Yes 

SR 7.2 Resource man-
agement 

The control system shall provide the capa-
bility to limit the use of resources by secu-
rity functions to prevent resource exhaus-
tion. 

Dispel’s components are positioned in virtu-
alized environments which allow their re-
source consumption rates to be capped with-
out relying upon any other part of the Dispel 
system functioning properly. 

Yes 
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SR 7.3 Control system 
backup 

The identity and location of critical files and 
the ability to conduct backups of user-level 
and system-level information (including 
system state information) shall be sup-
ported by the control system without af-
fecting normal plant operations. 

All backup data on Dispel’s system is run from 
resource pools that are independent of those 
used to support plant operations.  

Yes 

SR 7.3 RE 1 Backup verifica-
tion 

The control system shall provide the capa-
bility to verify the reliability of backup 
mechanisms. 

Backup mechanisms relevant to Dispel can be 
checked through the Dispel management 
console. 

Yes 

SR 7.3 RE 2 Backup automa-
tion 

The control system shall provide the capa-
bility to automate the backup function 
based on a configurable frequency. 

Dispel allows automated backup cycling of 
Dispel components to be set according to 
whatever schedule the customer desires. 

Yes 

SR 7.4 Control system 
recovery and re-
constitution 

The control system shall provide the capa-
bility to recover and reconstitute to a known 
secure state after a disruption or failure. 

Dispel’s components recover and reconstitute 
from “golden images” which, if tested to de-
termine their security state, serve to meet the 
requirements of SR 7.4. 

Yes 

SR 7.5 Emergency 
power 

The control system shall provide the capa-
bility to switch to and from an emergency 
power supply without affecting the existing 
security state or a documented degraded 
mode. 

Dispel’s components sit in datacenters which 
operate with Uninterrupted Power Supplies 
(UPS). Likewise, Dispel Wicket ESIs positioned 
on premises can be outfitted with a UPS. 

Yes 

SR 7.6 Network and se-
curity configura-
tion settings 

The control system shall provide the capa-
bility to be configured according to recom-
mended network and security configura-
tions as described in guidelines provided by 
the control system supplier. The control sys-
tem shall provide an interface to the cur-
rently deployed network and security con-
figuration settings. 

Dispel’s network topology is completely con-
figurable. 

Yes 
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SR 7.6 RE 1 Machine-reada-
ble reporting of 
current security 
settings 

The control system shall provide the capa-
bility to generate a report listing the cur-
rently deployed security settings in a ma-
chine-readable format. 

Dispel’s system provides a readout of security 
settings within a deployment.  

Yes 

SR 7.7 Least functional-
ity 

The control system shall provide the capa-
bility to specifically prohibit and/or restrict 
the use of unnecessary functions, ports, 
protocols and/or services. 

Dispel’s system uses a whitelisted approach 
to ports and protocols. The virtual desktop 
component of Dispel deployments serves to 
prevent and/or restrict function and applica-
tion accessibility.  

Yes 

SR 7.8 Control system 
component in-
ventory 

The control system shall provide the capa-
bility to report the current list of installed 
components and their associated proper-
ties. 

All Dispel components are listed along with 
their specifications in the Dispel management 
console. 

Yes 
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Mapping For IEC 62443-4-1: Secure Product Development Lifecycle Require-
ments 
This part of IEC 62443 specifies process requirements for the secure development of products used in in-
dustrial automation and control systems. It defines a secure development life-cycle (SDL) for the purpose 
of developing and maintaining secure products. This life-cycle includes security requirements definition, 
secure design, secure implementation (including coding guidelines), verification and validation, defect man-
agement, patch management and product end-of-life. These requirements can be applied to new or existing 
processes for developing, maintaining and retiring hardware, software or firmware for new or existing prod-
ucts. These requirements apply to the developer and maintainer of the product, but not to the integrator 
or user of the product. 
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IEC 62443-4-1 Practice 1 – Security Management     
     
Part Title Requirement Dispel Product/Feature   
SM-1 Development 

process 
A general product development/mainte-
nance/support process shall be documented 
and enforced that is consistent and integrated 
with commonly accepted product development 
processes that include, but are not limited to: 
 
A) Configuration management with change 
controls and audit logging; 
B) Product description and requirements defi-
nition with requirements traceability; 
C) Software or hardware design and implemen-
tation practices, such as modular design; 
D) Repeatable testing verification and valida-
tion process; 
E) Review and approval of all development pro-
cess records; and 
F) Life-cycle support. 

Dispel's A.14.1 Secure Development Policy 
governs secure development and mainte-
nance; and security vulnerability assessments 
for our organization. The secure development 
and maintenance policy addresses areas in-
cluding risk assessment for the development 
process, securing the development environ-
ment, secure engineering principles, security 
requirements for new information systems, 
public networks, checking and testing imple-
mentation of security requirements, code ver-
sioning and repository control, change con-
trol, and protection of test data. 
 
The A.12.2 Change Management Policy gov-
erns testing and maintenance for code. 

Yes 
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SM-2 Identification of 
responsibilities 

A process shall be employed that identifies the 
organizational roles and personnel responsible 
for each of the processes required by this doc-
ument. 

Security roles and responsibilities for the pro-
cesses required by this document are laid out 
within the ISMS scope defined in Dispel's 03.1 
ISMS Scope Document. Various roles and re-
sponsibilities are governed by individual pol-
icies. For example, the 04.2 Personal Data Pro-
tection Policy addresses Data Privacy Officers, 
while A.12.2 Change Management Policy es-
tablishes the Head of QA/QC. 

Yes 

SM-3 Identification of 
applicability 

A process shall be employed for identifying 
products (or parts of products) to which this 
document applies. 

The 03.1 ISMS Scope Document defines the 
boundaries within Dispel's physical and digi-
tal environments governed by security poli-
cies. 

Yes 

SM-4 Security expertise A process shall be employed for identifying and 
providing security training and assessment pro-
grams to ensure that personnel assigned to the 
organizational roles and duties specified in 5.4, 
have demonstrated security expertise appropri-
ate for those processes. 

The 12.1 Training and Awareness Plan estab-
lishes the standard procedures for training all 
employees to inform and orient them to Dis-
pel's security practices, as well as raise aware-
ness around cyber and operational security. 
 
Dispel provides all employees with security 
training and briefings commensurate with 
their involvement with sensitive information. 
This training covers topics such as general se-
curity awareness, device security, insider 
threat awareness, reporting requirements, 
and data protection. 

Yes 
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SM-5 Process scoping A process, that includes justification by docu-
mented security analysis, shall be employed to 
identify the parts of this document that are ap-
plicable to a selected product development 
project. Justification for scoping the level of 
compliance of a project to this document shall 
be subject to review and approval by personnel 
with the appropriate security expertise (see 5.6). 

Dispel does not have a process for specific se-
curity analysis documentation for the purpose 
of scoping IEC 62443 implementation. Secu-
rity reviews are conducted during the archi-
tecting, development, testing, and deploy-
ment phases. Feedback is received from cli-
ents and integrated into ongoing product im-
provement cycles. 

Yes 

SM-6 File integrity A process shall be employed to provide an in-
tegrity verification mechanism for all scripts, ex-
ecutables and other important files included in 
a product. 

File integrity for Dispel code placed into pro-
duction environments is protected by code 
signing and MD5 hashes. For Dispel macOS, 
iOS, and Windows applications, code is 
signed by controlled developer certificates 
accepted by Apple and Microsoft. Version 
control generates an MD5 hash for stored 
server production code. 

Yes 

SM-7 Development en-
vironment secu-
rity 

A process that includes procedural and tech-
nical controls shall be employed for protecting 
the product during development, production 
and delivery. This includes protecting the prod-
uct or product update (patch) during design, 
implementation, testing and release. 

The A.14.1 Secure Development Policy ad-
dresses development environment security. 
The A.8.2 IT Security Policy covers the security 
for the physical devices used for software de-
velopment. A.15 Supplier Security Policy ad-
dresses third-party safety, especially with re-
gards to data privacy (including GDPR and 
CCPA). In situations when employees may use 
their own devices, the A.6.1 Bring Your Own 
Device BYOD Policy applies. 

Yes 
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SM-8 Controls for pri-
vate keys 

The supplier shall have procedural and tech-
nical controls in place to protect private keys 
used for code signing from unauthorized ac-
cess or modification. 

The A.9.2 Password Policy includes proce-
dures for handling private keys used for code 
signing. This includes user obligations, ap-
proved  storage systems, and sharing guide-
lines. 

Yes 

SM-9 Security require-
ments for exter-
nally provided 
components 

A process shall be employed to identify and 
manage the security risks of all externally pro-
vided components used within the product. 

The 07.1 Risk Assessment and Risk Treatment 
Methodology defines the methodology for 
assessment and treatment of information 
risks at Dispel, and to define the acceptable 
level of risk according to the ISO/IEC 27001 
standard. 

Yes 

SM-10 Custom devel-
oped components 
from third-party 
suppliers 

A process shall be employed to ensure that 
product development life-cycle processes for 
components from a third-party supplier con-
form to the requirements used in this docu-
ment when they meet the following criteria:  
 
A) The components are developed specifically 
for a single supplier for a specific purpose; and 
 
B) The components can have an impact on se-
curity. 

Dispel does not outsource software develop-
ment to third-party suppliers for components 
developed specifically for Dispel. 

Yes 



  IEC 62443 Coverage – Dispel, LLC    49 

 

DISPEL.IO   |   ENTERPRISE@DISPEL.IO 

SM-11 Assessing and ad-
dressing security-
related issues 

A process shall be employed for verifying that a 
product or a patch is not released until its secu-
rity-related issues have been addressed and 
tracked to closure (see 10.5). This includes is-
sues associated with: 
 
A) Requirements (see Clause 6); 
B) Secure by design (see Clause 7); 
C) Implementation (see Clause 8); 
D) Verification/validation (see Clause 9); and, 
E) Defect management (see Clause 10). 

The A.14.1 Secure Development Policy 
Change Control section addresses security-
related issues. When code moves from a fea-
ture branch to staging to production, it is sub-
ject to a code review when the pull request is 
made to merge the branch into staging. This 
code review includes closing security-related 
issues. 

Yes 

SM-12 Process verifica-
tion 

A process shall be employed for verifying that, 
prior to product release, all applicable security-
related processes required by this specification 
(see 5.7) have been completed with records 
documenting the completion of each process. 

Within A.14.1 Secure Development Policy, 
there is a defined role responsible to define 
the methodology, responsibilities and the 
timing of checking whether all the security re-
quirements from the Security Requirements 
Specification of A.14.1 have been met, and 
whether the system is acceptable for produc-
tion. 

Yes 

SM-13 Continuous im-
provement 

A process shall be employed for continuously 
improving the SDL. This process shall include 
the analysis of security defects in compo-
nent/subsystem/system technologies that es-
cape to the field. 

Dispel's Secure Development Policy must be 
reviewed and, in necessary, updated at least 
once per year. 

Yes 
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IEC 62443-4-1 Practice 2 – Specification of Security Requirements     
     
Part Title Requirement Dispel Product/Feature   
SR-1 Product security 

context 
A process shall be employed to ensure that the 
intended product security context is documented. 

Product feature development includes con-
sidering security implications. Typically this is 
a discussion between design and develop-
ment, with input from operations and sales. 

Yes 
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SR-2 Threat model A process shall be employed to ensure that all products 
shall have a threat model specific to the current devel-
opment scope of the product with the following char-
acteristics (where applicable): 
 
A) Correct flow of categorized information throughout 
the system; 
B) Trust boundaries; 
C) Processes; 
D) Data stores; 
E) Interacting external entities; 
F) Internal and external communication protocols im-
plemented in the product; 
G) Externally accessible physical ports including debug 
ports; 
H) Circuit board connections such as Joint Test Action 
Group (JTAG) connections or debug headers which 
might be used to attack the hardware; 
I) Potential attack vectors including attacks on the hard-
ware, if applicable;  
J) Potential threats and their severity as defined by a 
vulnerability scoring system (for example, CVSS); 
K) Mitigations and/or dispositions for each threat; 
L) Security-related issues identified; and, 
M) External dependencies in the form of drivers or 
third-party applications (code that is not developed by 
the supplier) that are linked into the application. 
 
The threat model shall be reviewed and verified by the 
development team to ensure that it is correct and un-
derstood. 
 
The threat model shall be reviewed periodically (at least 
once a year) for released products and updated if re-
quired in response to the emergence of new threats to 
the product even if the design does not change. 
 
Any issues identified in the threat model shall be ad-
dressed as defined in 10.4 and 10.5. 

Dispel does not have processes covering all of 
these categories. During development, Dispel 
looks specifically at (a) information flow, (b) 
boundaries, (c) processes, (d) data stores, (e) 
interacting external entities, (f) protocols, and 
(l) dependencies. Some threats and possible 
mitigations are considered (k); for example, 
types of threat actors, their intent, and attack 
routes are considered during development. 
Dispel also hardware supply requirements of 
the U.S. National Defense Authorization Act 
§889(a)(1)(B). Threat models are discussed, 
but not fully documented by the develop-
ment team for all features. 

Partial 
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SR-3 Product security 
requirements 

A process shall be employed for ensuring that se-
curity requirements are documented for the prod-
uct/feature under development including require-
ments for security capabilities related to installa-
tion, operation, maintenance and decommission-
ing. 

Dispel’s Secure Development Policy outlines 
documentation for security requirements for 
product/features under development. This in-
cludes third-party conformance assessments. 

Yes 

SR-4 Product security 
requirements con-
tent 

A process shall be employed for ensuring that se-
curity requirements include the following infor-
mation: 
 
A) The scope and boundaries of the component 
or system, in general terms in both a physical and 
a logical way; and 
B) The required capability security level (SL-C) of 
the product. 

Network system architecture includes scope 
and boundaries of Dispel components and 
systems. These may include security require-
ments, when tied to business use-case speci-
fications. 

Yes 

SR-5 Security require-
ments review 

A process shall be employed to ensure that secu-
rity requirements are reviewed, updated as neces-
sary and approved to ensure clarity, validity, align-
ment with the threat model (discussed in 6.3), and 
their ability to be verified. Each of the following 
representative disciplines shall participate in this 
process. Personnel may be assigned to more than 
one discipline except for testers, who shall remain 
independent: 
 
A) Architects/developers (those who will imple-
ment the requirements);  
B) Testers (those who will validate that the re-
quirements have been met); 
C) Customer advocate (such as sales, marketing, 
product management or customer support); and, 
D) Security advisor. 

During the development process, archi-
tects/developers document their code which 
may include security requirements. Require-
ments are derived from input from customer 
advocates, testers, engineering, and manage-
ment. At times, security advisors--including 
legal counsel and penetration testers--will 
also be consulted. Specific threat models are 
not often detailed during requirement docu-
mentation.  

Yes 
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IEC 62443-4-1 Practice 3 – Secure by Design     
     
Part Title Requirement Dispel Product/Feature   
SD-1 Secure design 

principles 
A process shall be employed for developing and docu-
menting a secure design that identifies and character-
izes each interface of the product, including physical 
and logical interfaces, to include: 
 
A) An indication of whether the interface is externally 
accessible (by other products), or internally accessible 
(by other components of the product), or both; 
B) Security implications of the product security context 
(see Clause 6) on the external interface; 
C) Potential users of the interface and the assets that 
can be accessed through it (directly or indirectly); 
D) A determination of whether access to the interface 
crosses a trust boundary; 
E) Security considerations, assumptions and/or con-
straints associated with the use of the interface within 
the product security context, including applicable 
threats; 
F) The security roles, privileges/rights and access con-
trol permissions needed to use the interface and to ac-
cess the assets defined in c) above; 
G) The security capabilities and/or compensating mech-
anisms used to safeguard the interface and the assets 
defined in c) above, including input validation as well as 
output and error handling; 
H) The use of third-party products to implement the in-
terface and their security capabilities; 
I) Documentation that describes how to use the inter-
face if it is externally accessible; and, 
J) Description of how the design mitigates the threats 
identified in the threat model. 

During the design and development phase, 
Dispel considers  
(A) Externally and internally accessible inter-
faces; 
(B) Security context of external interfaces;  
(C) Users of the interfaces; 
(D) Whether access crosses a trust boundary; 
(E) Security considerations; 
(F) Security roles and rights; 
(G) Safeguards; and,  
(H) Third-party products.  
 
Dispel uses CSA CAIQ risk assessments to re-
view third-party products and their potential 
impact on the platform. Dispel also employs 
independent firms to review our code for se-
curity. 

Yes 
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SD-2 Defense in depth 
design 

A process shall be employed to implement multi-
ple layers of defense using a risk based approach 
based on the threat model. This process shall be 
employed for assigning responsibilities to each 
layer of defense. 
 
NOTE 1 Each layer provides additional defense 
mechanisms. 
 
NOTE 2 It is possible for any layer to be compro-
mised; therefore, secure design principles (see 7.2) 
are applied to each layer. 
 
NOTE 3 The objective is to reduce the attack sur-
face of the subsequent layers. 

Dispel considers and implements multiple 
layers of defense in depth in its design. De-
signs also incorporate varying safeguards for 
use when the security context changes--for 
example, the level of sensitivity of the facility 
Dispel is installed in may dictate additional 
mandatory product features are active. Dis-
pel's design covers Notes 1, 2, and 3. 

Yes 

SD-3 Security design 
review 

A process shall be employed for conducting design re-
views to identify, characterize and track to closure se-
curity-related issues associated with each significant re-
vision of the secure design including but not limited to: 
 
A) Security requirements (see Clause 6) that were not 
adequately addressed by the design; 
 
NOTE 1 Requirements allocation, including security re-
quirements, is part of typical design processes. 
 
B) Threats and their ability to exploit product interfaces, 
trust boundaries, and assets (see 7.2); and, 
 
C) Identification of secure design practices (see 7.5) that 
were not followed (for example, failure to apply princi-
ple of least privilege). 
 
NOTE 2 Characterizing threats and their ability to ex-
ploit interfaces is often referred to as threat modelling. 

Dispel conducts design reviews when pro-
moting an architecture to development sta-
tus. These reviews range from formal to infor-
mal, and may include security-related discus-
sions. Dispel uses a developer-first method 
for secure software development. We engage 
GitHub Advanced Security for continuous in-
dependent static application security testing 
(SAST) and dependency vulnerability check-
ing. Our products undergo independent pen-
etration testing at least annually. Our internal 
security is assessed by independent auditors. 

Yes 
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SD-4 Secure design 
best practices 

A process shall be employed to ensure that secure 
design best practices are documented and ap-
plied to the design process. These practices shall 
be periodically reviewed and updated. Secure de-
sign practices include but are not limited to: 
 
A) Least privilege (granting only the privileges to 
users/software necessary to perform intended op-
erations); 
B) Using proven secure components/designs 
where possible; 
C) Economy of mechanism (striving for simple de-
signs); 
D) Using secure design patterns; 
E) Attack surface reduction; 
F) Documenting all trust boundaries as part of the 
design; and, 
G) Removing debug ports, headers and traces 
from circuit boards used during development 
from production hardware or documenting their 
presence and the need to protect them from un-
authorized access. 

Dispel's A.14.1 Secure Development Policy 
governs secure development and mainte-
nance; and security vulnerability assessments 
for our organization. These policies incorpo-
rate many of the practices listed here in SD-4 
and others. 

Yes 
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IEC 62443-4-1 Practice 4 – Secure Implementation     
     
Part Title Requirement Dispel Product/Feature   
SI-1 Security imple-

mentation review 
A process shall be employed to ensure that implemen-
tation reviews are performed for identifying, character-
izing and tracking to closure security-related issues as-
sociated with the implementation of the secure design 
including: 
 
A) Identification of security requirements (see Clause 6) 
that were not adequately addressed by the implemen-
tation; 
 
NOTE Requirements allocation, including security re-
quirements, is part of typical design processes. 
 
B) Identification of secure coding standards (see 8.4) 
that were not followed (for example, use of banned 
functions or failure to apply principle of least privilege); 
 
C) Static Code Analysis (SCA) for source code to deter-
mine security coding errors such as buffer overflows, 
null pointer dereferencing, etc. using the secure coding 
standard for the supported programming language. 
SCA shall be done using a tool if one is available for the 
language used. In addition, static code analysis shall be 
done on all source code changes including new source 
code.  
 
D) Review of the implementation and its traceability to 
the security capabilities defined to support the security 
design (see Clause 7); and, 
 
E) Examination of threats and their ability to exploit im-
plementation interfaces, trust boundaries and assets 
(see 7.2 and 7.3). 

Dispel uses a developer-first method for se-
cure software development. We engage 
GitHub Advanced Security for continuous in-
dependent static application security testing 
(SAST) and dependency vulnerability check-
ing.  
 
GitHub uses CodeQL, a semantic code analy-
sis engine, to perform SAST on all code gen-
erated by the Dispel team when it is commit-
ted to repositories. Security issues are flagged 
and must be handled in pull requests as part 
of Dispel’s code review process. We use the 
2,000-plus CodeQL queries written and open 
sourced by the GitHub Security Lab and lead-
ing security researchers to find potential vul-
nerabilities in our code. 
 
Flagged security issues must be reviewed and 
closed before they code can be implemented 
in production. 

Yes 
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SI-2 Secure coding 
standards 

The implementation processes shall incorporate 
security coding standards that are periodically re-
viewed and updated and include at a minimum: 
 
A) Avoidance of potentially exploitable implemen-
tation constructs – implementation design pat-
terns that are known to have security weaknesses; 
B) Avoidance of banned functions and coding con-
structs/design patterns – software functions and 
design patterns that should not be used because 
they have known security weaknesses; 
c) Automated tool use and settings (for example, 
for static analysis tools); 
D) Secure coding practices; 
E) Validation of all inputs that cross trust boundary. 
F) Error handling. 

Dispel's secure coding policies include multi-
ple standard practices, including those listed 
here. 

Yes 

 

  



  IEC 62443 Coverage – Dispel, LLC    58 

 

DISPEL.IO   |   ENTERPRISE@DISPEL.IO 

IEC 62443-4-1 Practice 5 – Security Verification and Validation Test-
ing     

     
Part Title Requirement Dispel Product/Feature   
SVV-1 Security require-

ments testing 
A process shall be employed for verifying that 
the product security functions meet the security 
requirements and that the product handles error 
scenarios and invalid input correctly. Types of 
testing shall include: 
 
A) Functional testing of security requirements; 
B) Performance and scalability testing; and 
C) Boundary/edge condition, stress and mal-
formed or unexpected input tests not specifi-
cally targeted at security. 

Dispel code includes tests, error handling, and 
input validation. Tests include performance 
checks and edge conditions. Security tests are 
included. 

Yes 

SVV-2 Threat mitigation 
test 

A process shall be employed for testing the ef-
fectiveness of the mitigation for the threats 
identified and validated in the threat model. Ac-
tivities shall include: 
 
A) Creating and executing plans to ensure that 
each mitigation implemented to address a spe-
cific threat has been adequately tested to ensure 
that the mitigation works as designed; and 
B) Creating and executing plans for attempting 
to thwart each mitigation. 

Dispel threat model mitigation is limited to 
architectural design reviews, client feedback, 
and penetration testing. Mitigation threat 
testing is performed by our third-party inde-
pendent penetration testers.  

Yes 
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SVV-3 Vulnerability test-
ing 

A process shall be employed for performing tests that focus 
on identifying and characterizing potential security vulnera-
bilities in the product. Known vulnerability testing shall be 
based upon, at a minimum, recent contents of an estab-
lished, industry-recognized, public source for known vulner-
abilities. Testing shall include: 
 
A) Abuse case or malformed or unexpected input testing fo-
cused on uncovering security issues. This shall include man-
ual or automated abuse case testing and specialized types 
of abuse case testing on all external interfaces and protocols 
for which tools exist. Examples include fuzz testing and net-
work traffic load testing and capacity testing; 
 
B) Attack surface analysis to determine all avenues of ingress 
and egress to and from the system, common vulnerabilities 
including but not limited to weak ACLs, exposed ports and 
services running with elevated privileges; 
 
C) Black box known vulnerability scanning focused on de-
tecting known vulnerabilities in the product hardware, host 
or software components. For example, this could be a net-
work based known vulnerability scan; 
 
D) For compiled software, software composition analysis on 
all binary executable files, including embedded firmware, 
delivered by the supplier to be installed for a product. This 
analysis shall detect the following types of problems at a 
minimum: 
1) Known vulnerabilities in the product software compo-
nents; 
2) Linking to vulnerable libraries; 
3) Security rule violations; and 
4) Compiler settings that can lead to vulnerabilities; 
e) Dynamic runtime resource management testing that de-
tects flaws not visible under static code analysis, including 
but not limited to denial of service conditions due to failing 
to release runtime handles, memory leaks and accesses 
made to shared memory without authentication. This testing 
shall be applied if such tools are available. 

Dispel’s secure development and mainte-
nance program (Secure Development Policy) 
covers risk assessment for the development 
process, securing the development environ-
ment, secure engineering principles, new ac-
quisition security, security requirements re-
lated to public networks, checking and testing 
the implementation of security requirements, 
repository management, version control, 
change control, and protection of test data. 
 
Dispel also includes automated security vul-
nerability assessments in our software. Our 
data sources for security alerts are: (i) MITRE's 
Common Vulnerabilities and Exposures (CVE) 
List, (ii) a combination of machine learning 
and human review to detect vulnerabilities in 
public commits on GitHub, (iii) maintainer se-
curity advisories on GitHub, and (iv) 
WhiteSource. Dispel uses the Common Vul-
nerability Scoring System version 3.1 for scor-
ing security alerts. While Dispel conducts se-
curity reviews and testing, continuous testing 
across these formats is not conducted. 

Yes 
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SVV-4 Penetration test-
ing 

A process shall be employed to identify and 
characterize security-related issues via tests that 
focus on discovering and exploiting security vul-
nerabilities in the product. 

Dispel conducts penetration testing on a pe-
riodic basis. 

Yes 

SVV-5 Independence of 
testers 

A process shall be employed to ensure that in-
dividuals performing testing are independent 
from the developers who designed and imple-
mented the product according to Table 3.  
 
The levels of independence are defined as fol-
lows: 
• None – no independence required. Developer 
can perform the testing. 
• Independent person – the person who per-
forms the testing cannot be one of the develop-
ers of the product. 
• Independent department – the person who 
performs the testing cannot report to the same 
first line manager as any developers of the prod-
uct. Alternatively, they could be a member of a 
quality assurance (QA) department. 
• Independent organization – the person who 
performs the testing cannot be part of the same 
organization as any developers of the product. 
An organization can be a separate legal entity, a 
division of a company or a department of a com-
pany that reports to a different executive such 
as a vice president or similar level. 

Dispel contracts with independent third-par-
ties for penetrating testing. Within the organ-
ization, testing reviews are conducted by in-
dependent personnel from those developing 
the product. 

Yes 
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IEC 62443-4-1 Practice 6 – Management of Security Related Issues     
     
Part Title Requirement Dispel Product/Feature   
DM-1 Receiving notifi-

cations of secu-
rity-related issues 

A process shall exist for receiving and tracking to 
closure security-related issues in the product re-
ported by internal and external sources includ-
ing at a minimum: 
 
A) Security verification and validation testers; 
B) Suppliers of third-party components used in 
the product; 
C) Product developers and testers; and 
D) Product users including integrators, asset 
owners, and maintenance personnel. 
 
NOTE External security verification and valida-
tion testers include researchers. 

Dispel maintains two programs for responding to 
security-related issues: programmatic issues and 
data breaches. 
 
Programmatic issues are addressed by Dispel's se-
curity response program. 
 
Dispel’s Data Breach Response and Notification 
Procedure (A.16 Data Breach Response and Notifi-
cation Procedure) provides general principles and 
approach model to respond to, and mitigate 
breaches of personal data (a “personal data 
breach”) in set circumstances. This Procedure may 
also be applicable for any other type of security in-
cident 
 
The Procedure lays out the general principles and 
actions for successfully managing the response to 
a data breach as well as fulfilling the obligations 
surrounding the notification to Supervisory Au-
thorities and individuals as required by the EU 
GDPR. 
 
The Data Breach Response Process is initiated 
when anyone who notices that a suspected/al-
leged or actual data breach occurs, and any mem-
ber of the Data Breach Response team is notified. 
The team is responsible to determine if the breach 
should be considered a breach affecting personal 
data. 

Yes 
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DM-2 Reviewing security-
related issues 

A process shall exist for ensuring that reported 
security-related issues are investigated in a 
timely manner to determine their: 
 
A) Applicability to the product;  
B) Verifiability; and,  
C) Threats that trigger the issue. 
 
NOTE Timeliness is driven by market forces. 

Dispel maintains a process for handling re-
ported security-related issues in a timely 
manner. 

Yes 

DM-3 Assessing security-
related issues 

A process shall be employed for analysing secu-
rity-related issues in the product to include: 
 
A) Assessing their impact with respect to: 
1) The actual security context in which they were 
discovered; 
2) The product’s security context (see Clause 6); 
and, 
3) The product’s defense in depth strategy (see 
Clause 7); 
B) Severity as defined by a vulnerability scoring 
system (for example, CVSS); 
C) Identifying all other products/product ver-
sions containing the security-related issue (if 
any); 
D) Identifying the root causes of the issue; and 
E) Identifying related security issues. 
 
For root cause analysis, a methodical approach 
such as that described in IEC 62740 [25] may be 
employed. 

Dispel's response to security-related issues 
includes investigations of all of the categories 
in DM-3. Root cause analysis is performed 
when issues affect client SCADA systems. 

Yes 
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DM-4 Addressing secu-
rity-related issues 

A process shall be employed for addressing security-related 
issues and determining whether to report them based on the 
results of the impact assessment (see 10.4). The supplier shall 
establish an acceptable level of residual risk that shall be ap-
plied when determining an appropriate way to address each 
issue. Options include one or more of the following: 
 
A) Fixing the issue through one or more of the following: 
 
1) Defense in depth strategy or design change; 
2) Addition of one or more security requirements and/or ca-
pabilities; 
3) Use of compensating mechanisms; and/or, 
4) Disabling or removing features; 
B) Creating a remediation plan to fix the problem; 
C) Deferring the problem for future resolution (reapply this 
requirement at some time in the future) and specifying the 
reason(s) and associated risk(s); 
D) Not fixing the problem if the residual risk is below the es-
tablished acceptable level of residual risk.  
 
In all cases, the following shall be done as well: 
 
A) Inform other processes of the issue or related issue(s), in-
cluding processes for other products/product revisions; and, 
B) Inform third parties if problems found in included third-
party source code. 
When security-related issues are resolved recommendations 
to prevent similar errors from occurring in the future shall be 
evaluated. This process shall include a periodic review of 
open security-related issues to ensure that issues are being 
addressed appropriately. This periodic review shall at a min-
imum occur during each release or iteration cycle. 
 
NOTE When the resolution decision is to fix the security-re-
lated issue in the product implementation, the timing of the 
release of the fix can result in a patch (see Clause 12) or the 
fix can be deferred until the next release. 

Dispel discloses vulnerabilities on a confiden-
tial basis. Specific rules relates to disclosure 
may apply, including regulations governing 
personal data breaches. In such circum-
stances Dispel’s Data Breach Response and 
Notification Procedure (A.16 Data Breach Re-
sponse and Notification Procedure) provides 
general principles and approach model to re-
spond to, and mitigate breaches of personal 
data (a “personal data breach”) in set circum-
stances. This Procedure may also be applica-
ble for any other type of security incident. 

Yes 
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DM-5 Disclosing security-
related issues 

A process shall be employed for informing prod-
uct users about reportable security-related is-
sues (see 10.5) in supported products in a timely 
manner with content that includes but is not lim-
ited to the following information: 
 
A) Issue description, vulnerability score as per 
CVSS or a similar system for ranking vulnerabili-
ties, and affected product version(s); and, 
B) description of the resolution. 
 
NOTE 1 The description of the resolution can in-
clude references to installation of patches (see 
Clause 12). 
 
NOTE 2 Timeliness is driven by market forces. 
 
The strategy for handling third-party component 
vulnerabilities discovered by the product devel-
oper should take into account the possibility of 
premature public disclosure by the third party 
component supplier. 

Dispel discloses reportable security-related 
issues to clients when required and in a man-
ner consistent with those requirements. Dis-
pel investigates all reported security con-
cerns, and determines in its judgement 
whether notifications are necessary. Such de-
terminations include the risk to production 
environments and issue resolution timing. 

Yes 

DM-6 Periodic review of 
security defect 
management 
practice 

A process shall be employed for conducting pe-
riodic reviews of the security-related issue man-
agement process. Periodic reviews of the pro-
cess shall, at a minimum, examine security-re-
lated issues managed through the process since 
the last periodic review to determine if the man-
agement process was complete, efficient, and 
led to the resolution of each security-related is-
sue. Periodic reviews of the security-related issue 
management process shall be conducted at least 
annually. 

Dispel conducts periodic reviews of security-
related issue management processes. This re-
view process is laid out in the A.14.1 Secure 
Development Policy, A.15 Supplier Security 
Policy 

Yes 
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IEC 62443-4-1 Practice 7 – Security Update Management     
     
Part Title Requirement Dispel Product/Feature   
SUM-1 Security update 

qualification 
A process shall be employed for verifying that 
 
1) security updates created by the product de-
veloper address the intended security vulnera-
bilities; 
 
2) security updates do not introduce regres-
sions, including but not limited to patches cre-
ated by: 
A) The product developer; 
B) Suppliers of components used in the prod-
uct; and, 
C) Suppliers of components or platforms on 
which the product depends. The process 
should include a confirmation that update is 
not contradicting other operational, safety or 
legal constraints. 

Dispel works on an agile development cycle. 
We try to push code to production as often as 
safely possible, so bugs get fixed quickly. We 
like to have second sets of eyes look at code. 
When code moves from a feature branch to 
staging to production, it is subject to a code 
review when the pull request is made to 
merge the branch into staging. Dispel man-
ages bug fix updates via a ticketing system. 
When security updates go through the devel-
opment cycle, they are subject to code review. 

Yes 
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SUM-2 Security update 
documentation 

A process shall be employed to ensure that 
documentation about product security up-
dates is made available to product users that 
includes but is not limited to: 
 
A) The product version number(s) to which the 
security patch applies;  
B) Instructions on how to apply approved 
patches manually and via an automated pro-
cess; 
C) Description of any impacts that applying the 
patch to the product can have, including re-
boot; 
D) Instructions on how to verify that an ap-
proved patch has been applied; and 
E) Risks of not applying the patch and media-
tions that can be used for patches that are not 
approved or deployed by the asset owner. 

Dispel product patches are implemented by 
Dispel. For applications installed on end-
points, Dispel pushes auto-updates to those 
endpoints and prompts the user to allow their 
installation. Auto-updates identify product 
versions and determine which modifications 
are appropriate. 

Yes 

SUM-3 Dependent com-
ponent or operat-
ing system secu-
rity update 
documentation 

A process shall be employed to ensure that 
documentation about dependent component 
or operating system security updates is made 
available to product users that includes but is 
not limited to: 
 
A) Stating whether the product is compatible 
with the dependent component or operating 
system security update; and 
B) For security updates that are unapproved by 
the product vendor, the mitigations that can be 
used in lieu of not applying the update. 

Dispel applications check for operations sys-
tem compatibility before installation. Some 
verification is performed by the OS manufac-
turer. For example, on iOS devices the Dispel 
application is distributed via Apple, who is re-
sponsible for checking Dispel-device compat-
ibility. For installations that are not monitored 
by the manufacturer, Dispel provides compo-
nent and operating system requirements in 
our documentation. 

Yes 
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SUM-4 Security update 
delivery 

A process shall be employed to ensure that se-
curity updates for all supported products and 
product versions are made available to product 
users in a manner that facilitates verification 
that the security patch is authentic. 

Security patches pushed to users are signed 
by MD5 hash and code signatures. For apps 
distributed by Apple for iOS and macOS, Dis-
pel updates are signed with keys shared with 
Apple to verify a patch is authentic. For Mi-
crosoft apps, Dispel uses Windows code sign-
ing. 

Yes 

SUM-5 Timely delivery of 
security patches 

A process shall be employed to define a policy 
that specifies the timeframes for delivering and 
qualifying (see 11.2) security updates to prod-
uct users and to ensure that this policy is fol-
lowed. At a minimum, this policy shall consider 
the following factors: 
 
A) The potential impact of the vulnerability; 
B) Public knowledge of the vulnerability; 
C) Whether published exploits exist for the vul-
nerability; 
D) The volume of deployed products that are 
affected; and, 
E) The availability of an effective mitigation in 
lieu of the patch. 

Dispel does not have a specific policy ad-
dressing the timeframes in which security up-
dates must be rolled out. Identified vulnera-
bilities are treated on a case-by-case basis, 
and prioritized according to their severity, 
business needs, and the size of the impacted 
audience. 

Yes 
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IEC 62443-4-1 Practice 8 – Security Guidelines     
     
Part Title Requirement Dispel Product/Feature   
SG-1 Product defense in 

depth 
A process shall exist to create product user doc-
umentation that describes the security defense 
in depth strategy for the product to support in-
stallation, operation and maintenance that in-
cludes: 
 
A) Security capabilities implemented by the 
product and their role in the defense in depth 
strategy;  
B) Threats addressed by the defense in depth 
strategy; and 
C) Product user mitigation strategies for known 
security risks associated with the product, in-
cluding risks associated with legacy code. 

Dispel provides extensive documentation de-
tailing defense in depth strategies. These are 
both publicly available on our website at 
https://dispel.io/security and in greater detail 
under NDA. 

Yes 

SG-2 Defense in depth 
measures expected 
in the environment 

A process shall be employed to create product 
user documentation that describes the security 
defense in depth measures expected to be pro-
vided by the external environment in which the 
product is to be used (see Clause 6). 
 
NOTE These measures can also come from 10.5. 

Dispel provides defense in depth diagrams in 
accordance with the Purdue Enterprise Refer-
ence Architecture of the client's system. This 
incorporates security layouts beyond Dispel's 
own environment, giving an opportunity to 
review the entire security context. 

Yes 
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SG-3 Security hardening 
guidelines 

A process shall be employed to create product user docu-
mentation that includes guidelines for hardening the prod-
uct when installing and maintaining the product. The guide-
lines shall include, but are not limited to, instructions, ra-
tionale and recommendations for the following: 
 
A) integration of the product, including third-party compo-
nents, with its product security context (see Clause 6); 
 
B) integration of the product’s application programming in-
terfaces/protocols with user applications; 
 
C) applying and maintaining the product’s defense in depth 
strategy (see Clause 7); 
 
D) Configuration and use of security options/capabilities in 
support of local security policies, and for each security op-
tion/capability: 
1) Its contribution to the product’s defense in depth strategy 
(see Clause 7); 
2) Descriptions of configurable and default values that in-
clude how each affects security along with any potential im-
pact each has on work practices; and  
3) Setting/changing/deleting its value; 
 
E) Instructions and recommendations for the use of all secu-
rity-related tools and utilities that support administration, 
monitoring, incident handling and evaluation of the security 
of the product; 
 
F) Instructions and recommendations for periodic security 
maintenance activities; 
 
G) Instructions for reporting security incidents for the prod-
uct to the product supplier; and 
 
H) Description of the security best practices for maintenance 
and administration of the product. 

Dispel provides clients with advisory services 
covering product hardening. During procure-
ment, Dispel works with clients to identify 
their security requirements. This helps dictate 
what Dispel features must be used, and their 
configuration. Features include additional de-
fense in depth technologies, including isola-
tion techniques. 

Yes 
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SG-4 Secure disposal 
guidelines 

A process shall be employed to create product 
user documentation that includes guidelines for 
removing the product from use. The guidelines 
shall include, but is not limited to, instructions 
and recommendations for the following: 
 
A) Removing the product from its intended en-
vironment (see Clause 6); 
B) Including recommendations for removing 
references and configuration data stored within 
the environment; 
C) Secure removal of data stored in the product; 
and, 
D) secure disposal of the product to prevent po-
tential disclosure of data contained in the prod-
uct that could not be removed as described in c) 
above. 

Dispel provides documentation on our sup-
port portal for proper removal of Dispel ap-
plications from endpoints. The Dispel Opera-
tions Team assists when removing Dispel 
Wicket ESI virtual appliances from on-premise 
hardware. 

Yes 

SG-5 Secure operation 
guidelines 

A process shall be employed to create product 
user documentation that describes: 
 
A) Responsibilities and actions necessary for us-
ers, including administrators, to securely oper-
ate the product; and, 
B) Assumptions regarding the behavior of the 
user/administrator and their relationship to the 
secure operation of the product. 

Dispel provides documentation on our sup-
port portal covering the responsibilities and 
actions necessary for users to securely oper-
ate the product and provide guidance for 
proper behavior. 

Yes 
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SG-6 Account manage-
ment guidelines 

A process shall be employed to create product 
user documentation that defines user account 
requirements and recommendations associated 
with the use of the product that includes, but is 
not limited to: 
 
A) User account permissions (access control) 
and privileges (user rights) needed to use the 
product, including, but not limited to operating 
system accounts, control system accounts and 
data base accounts; and 
B) Default accounts used by the product (for ex-
ample, service accounts) and instructions for 
changing default account names and pass-
words. 

Dispel provides documentation on our sup-
port portal covering how user account per-
missions, roles, and responsibilities should be 
configured. The console itself also provides 
guidance in real time to aid with user deci-
sions. Documentation also covers instructions 
for changing account names and passwords. 
Dispel does not permit "default" accounts or 
passwords. 

Yes 

SG-7 Documentation re-
view 

A process shall be employed to identify, charac-
terize and track to closure errors and omissions 
in all user manuals including the security guide-
lines to include: 
 
A) Coverage of the product’s security capabili-
ties; 
B) Integration of the product with its intended 
environment (see Clause 6); and, 
C) Assurance that all documented practices are 
secure. 

Dispel's user manual system tracks changes 
and affords users to provide feedback on the 
quality of documentation. Internal comments 
may be made and tracked within the user 
manual system as well. 

Yes 

 

 



  IEC 62443 Coverage – Dispel, LLC    72 

 

DISPEL.IO   |   ENTERPRISE@DISPEL.IO 

Mapping For IEC 62443-4-2: Technical Security Requirements For IACS Compo-
nents 
IEC 62443-4-2 serves to map the guidance found in IEC 62443-3-3 down to the components out of which 
control systems are formed. 
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IEC 62443-4-2 FR 1 – Identification and Authentication Control     
     
Part Title Requirement Dispel Product/Feature   
CR 1.1 Human user 

identification 
and authentica-
tion 

Components shall provide the capability 
to identify and authenticate all human 
users according to IEC 62443-3-3 SR 1.1 
on all interfaces capable of human user 
access. This capability shall enforce such 
identification and authentication on all 
interfaces that provide human user ac-
cess to the component to support seg-
regation of duties and least privilege in 
accordance with applicable security pol-
icies and procedures. This capability may 
be provided locally by the component or 
by integration into a system level identi-
fication and authentication system. 

Each human user must log in using a mini-
mum of a unique username and complex 
password to access any Dispel interface capa-
ble of human user access. Each human user is 
uniquely identified by their username and 
password. Identification and authentication 
are handled either entirely by Dispel or by, 
with, or through a customer-provided user 
management and authentication mechanism. 
For example, in the case of multifactor au-
thentication, Dispel supports TOTP authenti-
cation tools (QR code style) such as Google 
Authenticator, Microsoft Authenticator, 
1Password, Authy, etc. Dispel also supports 
FIDO U2F hardware tokens such as Yubikeys, 
and RSA SecurID tokens. Dispel integrates 
with Active Directory, LDAP, Okta, and native 
OS biometric authentication systems includ-
ing Apple Touch ID and Windows Hello in 
apps. 

Yes 
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CR 1.2 Software pro-
cess and device 
identification 
and authentica-
tion 

Components shall provide the capability 
to identify itself and authenticate to any 
other component (software application, 
embedded devices, host devices and 
network devices), according to IEC 
62443-3-3 SR1.2.  
 
If the component, as in the case of an 
application, is running in the context of 
a human user, in addition, the identifica-
tion and authentication of the human 
user according to IEC 62443-3-3 SR1.1 
may be part of the component identifi-
cation and authentication process to-
wards the other components. 

All Dispel components are able to identify and 
authenticate themselves with other compo-
nents within and related to, a remote access 
deployment in accordance with IEC 62443-3-
3 SR 1.2. This ‘handshake’ action takes place 
at the Wicket External Systems Integrator 
component when opening a portal down to 
equipment inside of the OT perimeter and at 
the Virtual Desktop component when estab-
lishing a connection to an end component.  

Yes 

CR 1.3 Account man-
agement 

Components shall provide the capability 
to support the management of all ac-
counts directly or integrated into a sys-
tem that manages accounts according to 
IEC 62443-3-3 SR 1.3. 

Dispel includes a user account management 
system; providing tools for adding, updating, 
removing, and permissioning users. Dispel 
also integrates with commonly used user 
management tools such as Microsoft Active 
Directory, LDAP, and Okta. 

Yes 
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CR 1.4 Identifier man-
agement 

Components shall provide the capability 
to integrate into a system that supports 
the management of identifiers and/or 
provide the capability to support the 
management of identifiers directly ac-
cording to IEC 62443-3-3 SR 1.4. 

Dispel supports identifier-based manage-
ment for users and groups. 
 
The system allows restrictions on how a user 
is allowed to access control systems (via a VDI, 
or through a VPN application) and then what 
ports, IPs, and protocols they may use in that 
control environment. 
 
While it is strongly discouraged, Dispel does 
support access by general accounts (e.g., a 
"Control Room" master user account). How-
ever, a human user or machine account is 
supposed to be tied to a unique identifier. 

Yes 

CR 1.5 Authenticator 
management 

Components shall provide the capability 
to: 
 
A) Support the use of initial authentica-
tor content;  
B) Support the recognition of changes to 
default authenticators made at installa-
tion time;  
C) Function properly with periodic au-
thenticator change/refresh operation; 
and  
D) Protect authenticators from unau-
thorized disclosure and modification 
when stored, used and transmitted. 

Dispel supports authenticator's for proving 
identity. A user account has a salted and 
hashed password associated with their login. 
User accounts do not have default passwords. 
Passwords and tokens are always transmitted 
under strong encryption (e.g., AES-256 with 
4096-bit keys). During login, the service gen-
erates and grants a user a session. User ses-
sions automatically expire after a set period of 
time. Refresh and change operations trigger a 
customer-defined action on the relevant 
component.   

Yes 
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CR 1.5 RE 1 Hardware secu-
rity for authenti-
cators 

The authenticators on which the compo-
nent rely shall be protected via hardware 
mechanisms. 

For deployments requiring Hardware Security 
Modules (HSMs), key management is per-
formed through a single-tenanted FIPS 140-2 
Level 3 validated HSM or client-supplied FIPS 
140-2 Level 4 validated HSM. While this op-
tion exists, we wish to stress that it is not typ-
ically used due to the costs associated with it. 

Yes 

CR 1.6  Wireless access 
management 

The wireless access management re-
quirements are network-component-
specific and can be located as require-
ments for network-components in 
Clause 15. 

Please see NDR 1.6. This requirement is met. Yes 

NDR 1.6 Wireless access 
management 

A network device supporting wireless 
access management shall provide the 
capability to identify and authenticate all 
users (humans, software processes or 
devices) engaged in wireless communi-
cation. 

Dispel provides remote access to control sys-
tems via a Wicket ESI – a virtual or hardware 
appliance. In either case, the backhaul from 
the Wicket ESI is a known quantity, which 
means all connections to the control system 
are uniform in their use of a particular back-
haul. All traffic attempting to reach the Con-
trol System must undergo the same rigorous 
authorization requirements, and may be 
monitored, as well as recorded, per the Dispel 
customer’s specifications. 

Yes 
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NDR 1.6 RE 1 Unique identifi-
cation and au-
thentication 

The network device shall provide the ca-
pability to uniquely identify and authen-
ticate all users (humans, software pro-
cesses or devices) engaged in wireless 
communication. 

Dispel provides remote access to control sys-
tems via a Wicket ESI – a virtual or hardware 
appliance. In either case, the backhaul from 
the Wicket ESI is a known quantity, which 
means all connections to the control system 
are uniform in their use of a particular back-
haul. All users attempting to reach the Control 
System are uniquely identified.  

Yes 

CR 1.7 Strength of 
password-based 
authentication 

For components that utilize password-
based authentication, those compo-
nents shall provide or integrate into a 
system that provides the capability to 
enforce configurable password strength 
according to internationally recognized 
and proven password guidelines. 

Dispel passwords enforce password strength 
based on a minimum length, and combina-
tion of uppercase characters, special charac-
ters, and numbers. 

Yes 

CR 1.7 RE 1 Password gener-
ation and lifetime 
restrictions for 
human users 

Components shall provide, or integrate 
into a system that provides, the capabil-
ity to protect against any given human 
user account from reusing a password 
for a configurable number of genera-
tions. In addition, the component shall 
provide the capability to enforce pass-
word minimum and maximum lifetime 
restrictions for human users. These ca-
pabilities shall conform to commonly ac-
cepted security industry practices. The 
component should provide the capabil-
ity to prompt the user to change their 
password upon a configurable time prior 
to expiration. 

Dispel components do not themselves pre-
vent the re-use of old passwords, or enforce 
lifetime restrictions for passwords. For cus-
tomers needing such restrictions, Dispel inte-
grates with their LDAP, Active Directory, or 
other identity management system. 

Yes 
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CR 1.7 RE 2 Password lifetime 
restrictions for all 
users (human, 
software process, 
or device) 

Components shall provide, or integrate 
into a system that provides, the capabil-
ity to enforce password minimum and 
maximum lifetime restrictions for all us-
ers. 

Dispel components do not themselves pre-
vent the re-use of old passwords, or enforce 
lifetime restrictions for passwords. For cus-
tomers needing such restrictions, Dispel inte-
grates with their LDAP, Active Directory, or 
other identity management system. 

Yes 

CR 1.8 Public key infra-
structure certifi-
cates 

When public key infrastructure (PKI) is 
utilized, the component shall provide or 
integrate into a system that provides the 
capability to interact and operate in ac-
cordance with IEC 62443-3-3 SR1.8. 

Dispel uses industry-standard PKI methods 
for key management including VPN sessions 
and TLS certificates. 

Yes 
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CR 1.9 Strength of 
public key-
based authenti-
cation 

For components that utilize public-key-
based authentication, those compo-
nents shall provide directly or integrate 
into a system that provides the capabil-
ity within the same IACS environment to: 
 
A) Validate certificates by checking the 
validity of the signature of a given certif-
icate; 
B) Validate the certificate chain or, in the 
case of self-signed certificates, by de-
ploying leaf certificates to all hosts that 
communicate with the subject to which 
the certificate is issued; 
C) Validate certificates by checking a 
given certificate’s revocation status; 
D) Establish user (human, software pro-
cess or device) control of the corre-
sponding private key; 
E) Map the authenticated identity to a 
user (human, software process or de-
vice); and, 
F) Ensure that the algorithms and keys 
used for the public key authentication 
conform to 8.5. 

Dispel PKI is used to identify Dispel's identity 
to users in circumstances such as TLS. Users 
are not authenticated using PKI. In this con-
text, Dispel complies with the steps listed 
here. 

Yes 

CR 1.9 RE 1 Hardware secu-
rity for public 
key-based au-
thentication 

Components shall provide the capability 
to protect critical, long-lived private keys 
via hardware mechanisms. 

Dispel uses PKI for TLS, not user authentica-
tion. In the TLS context, hardware mecha-
nisms are used to protect private keys. 

Yes 
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CR 1.10 Authenticator 
feedback 

When a component provides an authen-
tication capability, the component shall 
provide the capability to obscure feed-
back of authenticator information dur-
ing the authentication process. 

Dispel provides general feedback to users to 
obscure what information may be accurate 
during authentication. For example, if an in-
valid username or password is used during 
authentication the system replies that an in-
valid username/password was used. Or, when 
a password reset is made the system replies 
"If that account exists, it will receive an email 
shortly." 

Yes 

CR 1.11 Unsuccessful 
login attempts 

When a component provides an authen-
tication capability, the component shall 
provide the capability to: 
 
A) Enforce a limit of a configurable num-
ber of consecutive invalid access at-
tempts by any user (human, software 
process or device) during a configurable 
time period; and 
B) Deny access for a specified period of 
time or until unlocked by an administra-
tor when this limit has been reached. An 
administrator may unlock an account 
prior to the expiration of the timeout pe-
riod. 

Dispel locks a user account after a set number 
of failed consecutive logins. Locked out ac-
counts must be manually re-enabled.  
 
Idling is prevented through the use of virtual 
desktops with Administrator defined maxi-
mum lifespans. 

Yes 
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CR 1.12 System use no-
tification 

When a component provides local hu-
man user access/HMI, it shall provide the 
capability to display a system use notifi-
cation message before authenticating. 
The system use notification message 
shall be configurable by authorized per-
sonnel. 

For customers seeking to meet this require-
ment (along with many others within the IEC 
62443 framework, for that matter), Dispel re-
quires the use of a virtual desktop - on which 
a system use notification may be placed. In 
addition, a system use notification can be pre-
sented to the User as part of form-based ac-
cess request procedures (where imple-
mented). 

Yes 

CR 1.13 Access via un-
trusted net-
works 

The access via untrusted networks re-
quirements are component-specific and 
can be located as requirements for each 
specific component type in Clauses 12 
through 15. 

Please see NDR 1.13. This requirement is met. Yes 

NDR 1.13 Access via un-
trusted net-
works 

The network device supporting device 
access into a network shall provide the 
capability to monitor and control all 
methods of access to the network device 
via untrusted networks. 

All methods of access to a Dispel network are 
monitored and controlled per a least-trust 
model.  

Yes 

NDR 1.13 RE 1 Explicit access re-
quest approval 

The network device shall provide the ca-
pability to deny access requests via un-
trusted networks unless explicitly ap-
proved by an assigned role. 

All access to a Dispel network via untrusted 
networks must be approved, either on a case-
by-case basis, or on a user-by-user basis, by 
an assigned role.  

Yes 
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CR 1.14 Strength of 
symmetric key-
based authenti-
cation 

For components that utilize symmetric 
keys, the component shall provide the 
capability to: 
 
A) Establish the mutual trust using the 
symmetric key; 
B) Store securely the shared secret (the 
authentication is valid as long as the 
shared secret 
remains secret); 
C) Restrict access to the shared secret; 
and, 
D) Ensure that the algorithms and keys 
used for the symmetric key authentica-
tion conform to 8.5. 

All components within a Dispel network that 
rely upon a symmetric key use keys and asso-
ciated algorithms that meet or exceed CNSA 
Suite guidelines (e.g., AES-256 with 4096-bit 
keys for the initial key exchange). The secret 
is stored securely, and access to the shared 
secret is restricted. 

Yes 

CR 1.14 RE 1 Hardware secu-
rity for symmetric 
key-based au-
thentication 

Components shall provide the capability 
to protect critical, long lived symmetric 
keys via hardware mechanisms. 

For deployments requiring Hardware Security 
Modules (HSMs), key management is per-
formed through a single-tenanted FIPS 140-2 
Level 3 validated HSM or client-supplied FIPS 
140-2 Level 4 validated HSM. While this op-
tion exists, we wish to stress that it is not typ-
ically used due to the costs associated with it. 

Yes 
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IEC 62443-4-2 FR 2 – Use Control     
     
Part Title Requirement Dispel Product/Feature   
CR 2.1 Authorization en-

forcement 
Components shall provide an authori-
zation enforcement mechanism for all 
identified and authenticated users 
based on their assigned responsibili-
ties. 

Dispel provides device, protocol, process, and 
session-level access control which, by defini-
tion, leads to an identical degree of authori-
zation mapping. This capability is enforced at 
multiple levels within the Dispel product. For 
human users, single-use virtual desktops en-
sure session-level segmentation and excel at 
protocol and process segmentation against 
determined adversaries. The network infra-
structure spanning the distance from the user 
to the Wicket ESI located at the Control Sys-
tem can be set to self-destruct after each ses-
sion is concluded, providing a safeguard that 
task segregation is achieved temporally. At 
the Wicket ESI, user-session-specific whitelist-
ing of underlying equipment serves as a fail-
safe for human users connecting through a 
virtual desktop interface.   

Yes 
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CR 2.1 RE 1 Authorization en-
forcement for all 
users (humans, 
software processes 
and devices) 

Components shall provide an authori-
zation enforcement mechanism for all 
users based on their assigned respon-
sibilities and least privilege. 

Dispel provides device, protocol, process, and 
session-level access control which, by defini-
tion, leads to an identical degree of authori-
zation mapping. This capability is enforced at 
multiple levels within the Dispel product. For 
human users, single-use virtual desktops en-
sure session-level segmentation and excel at 
protocol and process segmentation against 
determined adversaries. For machine users, 
this responsibility necessarily falls instead to 
the network infrastructure and Wicket ESI, 
which both hold roles as bastion components. 
The network infrastructure spanning the dis-
tance from the user to the Wicket ESI located 
at the Control System can be set to self-de-
struct after each session is concluded, provid-
ing a safeguard that task segregation is 
achieved temporally. At the Wicket ESI, user-
session-specific whitelisting of underlying 
equipment serves as a failsafe for human us-
ers connecting through a virtual desktop in-
terface, and as the primary mechanism for 
providing such protection in the case of ma-
chine users. 

Yes 
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CR 2.1 RE 2 Permission map-
ping to roles 

Components shall, directly or through a 
compensating security mechanism, 
provide for an authorized role to define 
and modify the mapping of permis-
sions to roles for all human users. 
 
Roles should not be limited to fixed 
nested hierarchies in which a higher-
level role is a super set of a lesser priv-
ileged role. For example, a system ad-
ministrator should not necessarily en-
compass operator privileges. 

Dispel addresses this objective with two con-
verging procedures. First, authorized users 
are allowed to define or modify the mapping 
of permissions to a human user through the 
management console. Second, if the cus-
tomer so chooses, Dispel’s remote access sys-
tem can be set to require a form be com-
pleted by the person requesting access or a 
change to their access permissions. In this 
second situation, two humans – the user and 
administrator – are able to define precisely 
what it is that a person is going to be given 
access too. This technique serves to reduce 
the risk of an administrator assigned a per-
mission set that is broader than needed by 
the user. 
 
Roles are not set to proscribed nested hierar-
chies. 

Yes 
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CR 2.1 RE 3 Supervisor override Components shall support a supervisor 
manual override for a configurable 
time or sequence of events. 

First, authorized users are allowed to define 
or modify the mapping of permissions to a 
human user through the management con-
sole at any time. Virtual desktops are set with 
time-to-live conditions, allowing an adminis-
trator to cleanly configure the time during 
which an authorization set are held open. 
Wicket ESIs control equipment whitelisting 
and can be reconfigured at any time as well. 
The stated requirement of SR 2.1 RE 3, how-
ever, is clarified in the “Note” section to be in 
reference to emergency situations; the goal 
being to allow a supervisor to expand a per-
mission set without forcing the operator to 
log out and log in again to obtain access to 
the broadened capabilities. In practice, not all 
permissions can be overridden without a new 
session being created – the reason being that 
different equipment sets require different ap-
plications to run them, and Dispel virtual 
desktops are not launched with applications 
irrelevant to the equipment to which a user is 
granted access. For this reason, we have as-
signed this section a Partial Coverage rating. 

Yes 
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CR 2.1 RE 4 Dual approval Components shall support dual ap-
proval when action can result in serious 
impact on the industrial process. 
 
Dual approval should be limited to ac-
tions which require a very high level of 
confidence that they will be performed 
reliably and correctly. Requiring dual 
approval provides emphasis to the se-
riousness of consequences that would 
result from failure of a correct action. 
An example of a situation in which dual 
approval is required would be a change 
to a set point of a critical industrial pro-
cess. Dual approval mechanisms should 
not be employed when an immediate 
response is necessary to safeguard HSE 
consequences, for example, emergency 
shutdown of an industrial process. 

An administrator can specify that dual ap-
proval is required to access a specific part of 
the control system. 

Yes 

CR 2.2 Wireless use con-
trol 

If a component supports usage 
through wireless interfaces it shall pro-
vide the capability to integrate into the 
system that supports usage authoriza-
tion, monitoring and restrictions ac-
cording to commonly accepted indus-
try practices. 

Dispel does support usage through a wireless 
connection down to an on-premise compo-
nent called a Wicket External Systems Integra-
tor (a Wicket ESI). The Wicket ESI can be inte-
grated into a system that supports usage au-
thorization, monitoring and restrictions ac-
cording to commonly accepted industry prac-
tices. 

Yes 

CR 2.3 Use control for 
portable and mo-
bile devices 

There is no component level require-
ment associated with IEC 62443-3-3 SR 
2.3. 

  Yes 
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CR 2.4 Mobile code The use control requirements for mo-
bile code are component-specific and 
can be located as requirements for 
each specific component type in 
Clauses 12 through 15. 

For those reading this document without a 
copy of IEC 62443 in front of them, “mobile 
code” is defined to include such things as 
Java, JavaScript, ActiveX, and Portable Docu-
ment Format (PDF), to name a few. To meet 
this section, as well as IEC 62443-3-3 SR 2.4 
and SR 2.4 RE 1, Dispel typically does not per-
mit the upload of files to the single-use virtual 
desktop that forms a part of the remote ac-
cess system. However, there are times when 
customers want to push mobile code up to 
virtual desktops. In these situations, certificate 
checks can be required, and virus scans can 
be performed. All activities, including those 
involving mobile code, are monitored in Dis-
pel deployments when the appropriate log-
ging and recording packages are included by 
the customer. Please see HDR 2.4 and NDR 
2.4 for relevant discussion of this topic. EDR 
2.4 is not applicable to Dispel systems. 

Yes 
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SAR 2.4 Mobile code In the event that a software application 
utilizes mobile code technologies, that 
application shall provide the capability 
to enforce a security policy for the us-
age of mobile code technologies. The 
security policy shall allow, at a mini-
mum, the following actions for each 
mobile code technology used on the 
software application: 
 
A) Control execution of mobile code; 
B) Control which users (human, soft-
ware process, or device) are allowed to 
transfer mobile code to/from the appli-
cation; 
C) Control the execution of mobile 
code based on the results of an integ-
rity check prior to the code being exe-
cuted. 

Not applicable. Not Appli-
cable 

SAR 2.4 RE 1 Mobile code au-
thenticity check 

The application shall provide the capa-
bility to enforce a security policy that 
allows the device to control execution 
of mobile code based on the results of 
an authenticity check prior to the code 
being executed. 

Not applicable. Not Appli-
cable 
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EDR 2.4 Mobile code In the event that an embedded device 
utilizes mobile code technologies, the 
embedded device shall provide the ca-
pability to enforce a security policy for 
the usage of mobile code technologies. 
The security policy shall allow, at a min-
imum, the following actions for each 
mobile code technology used on the 
embedded device: 
 
A) Control execution of mobile code; 
B) Control which users (human, soft-
ware process, or device) are allowed to 
upload mobile code to the device; 
C) Control the execution of mobile 
code based on the results of an integ-
rity check prior to the code being exe-
cuted. 

Not applicable. Not Appli-
cable 

EDR 2.4 RE 1 Mobile code au-
thenticity check 

The embedded device shall provide the 
capability to enforce a security policy 
that allows the device to control execu-
tion of mobile code based on the re-
sults of an authenticity check prior to 
the code being executed. 

Not applicable. Not Appli-
cable 
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HDR 2.4 Mobile code In the event that a host device utilizes 
mobile code technologies, that host 
device shall provide the capability to 
enforce a security policy for the usage 
of mobile code technologies. The secu-
rity policy shall allow, at a minimum, the 
following actions for each mobile code 
technology used on the host device: 
 
A) Control execution of mobile code; 
B) Control which users (human, soft-
ware process, or device) are allowed to 
upload mobile code to the host device; 
and, 
C) Control the code execution based 
upon integrity checks on the mobile 
code and prior to the code being exe-
cuted. 

Dispel’s virtual desktop components can, at 
times, be considered Host Devices under the 
IEC 62443 framework. All Dispel virtual desk-
tops permit the enforcement of security poli-
cies which control the execution of mobile 
code, define whether a user can upload code 
to the host device as well as from where that 
mobile code may be uploaded, and perform 
integrity checks upon the uploaded code 
prior to it being executed. 

Yes 

HDR 2.4 RE 1 Mobile code au-
thenticity check 

The host device shall provide the capa-
bility to enforce a security policy that 
allows the device to control execution 
of mobile code based on the results of 
an authenticity check prior to the code 
being executed. 

Dispel’s virtual desktop components can, at 
times, be considered Host Devices under the 
IEC 62443 framework. All Dispel virtual desk-
tops permit the enforcement of a security 
policy whereby mobile code can only be run 
after a positive authenticity result comes back 
on the mobile code. 

Yes 
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NDR 2.4 Mobile code In the event that a network device uti-
lizes mobile code technologies, the 
network device shall provide the capa-
bility to enforce a security policy for the 
usage of mobile code technologies. 
The security policy shall allow, at a min-
imum, the following actions for each 
mobile code technology used on the 
network device: 
 
A) Control execution of mobile code; 
B) Control which users (human, soft-
ware process, or device) are allowed to 
transfer mobile code to/from the net-
work device; and, 
C) Control the code execution based 
upon integrity checks on mobile code 
and prior to the code being executed. 

The only component of a Dispel system that 
can utilize mobile code technology if permit-
ted by the customer is a Dispel virtual desk-
top. These components provide the customer 
with the ability to control the execution of 
mobile code; control what users, processes, or 
devices can transfer mobile code to/from the 
component; and control code execution 
based upon integrity checks prior to the 
code’s execution. 

Yes 

NDR 2.4 RE 1 Mobile code au-
thenticity check 

The network device shall provide the 
capability to enforce a security policy 
that allows the device to control execu-
tion of mobile code based on the re-
sults of an authenticity check prior to 
the code being executed. 

The only component of a Dispel system that 
can utilize mobile code technology if permit-
ted by the customer is a Dispel virtual desk-
top. These components provide the customer 
with the ability to control the execution of 
mobile code; control what users, processes, or 
devices can transfer mobile code to/from the 
component; and control code execution 
based upon integrity checks prior to the 
code’s execution. 

Yes 
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CR 2.5 Session lock If a component provides a human user 
interface, whether accessed locally or 
via a network, the component shall 
provide the capability:  
 
A) to protect against further access by 
initiating a session lock after a configu-
rable time period of inactivity or by 
manual initiation by the user (human, 
software process or device); and, 
B) for the session lock to remain in ef-
fect until the human user who owns the 
session, or another authorized human 
user, re-establishes access using ap-
propriate identification and authentica-
tion procedures. 

Dispel accomplishes this task by assigning 
time-to-live restrictions on its virtual desk-
tops. Virtual desktops may also be manually 
destroyed prior to their pre-specified time to 
live by an administrator at any time. For a hu-
man user to restore access to the system, they 
must re-present appropriate credentials to 
the Dispel system. 

Yes 

CR 2.6 Remote session 
termination 

If a component supports remote ses-
sions, the component shall provide the 
capability to terminate a remote ses-
sion either automatically after a config-
urable time period of inactivity, manu-
ally by a local authority, or manually by 
the user (human, software process or 
device) who initiated the session. 

Dispel accomplishes this task by assigning 
time-to-live restrictions on its virtual desk-
tops. Virtual desktops may also be manually 
destroyed prior to their pre-specified time to 
live by an administrator at any time. 

Yes 

CR 2.7 Concurrent ses-
sion control 

Components shall provide the capabil-
ity to limit the number of concurrent 
sessions per interface for any given 
user (human, software process or de-
vice). 

Dispel provides for configurable limits on the 
number and type of concurrent sessions per 
interface for any given user. 

Yes 
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CR 2.8 Auditable events Components shall provide the capabil-
ity to generate audit records relevant to 
security for the following categories: 
A) Access control; 
B) Request errors; 
C) Control system events; 
D) Backup and restore event; 
E) Configuration changes; and 
F) Audit log events. 
 
Individual audit records shall include: 
A) Timestamp; 
B) Source (originating device, software 
process or human user account); 
C) Category; 
D) Type; 
E) Event ID; and 
F) Event result. 

Dispel provides the listed audit entry catego-
ries. 

Yes 

CR 2.9 Audit storage ca-
pacity 

Components shall:  
 
A) Provide the capability to allocate au-
dit record storage capacity according 
to commonly recognized recommen-
dations for log management; and, 
B) Provide mechanisms to protect 
against a failure of the component 
when it reaches or exceeds the audit 
storage capacity. 

Audit storage is performed on a dedicated 
log server tied to storage arrays set to client-
specified redundancy and retention levels. 
Please note the storage space allocation is 
typically set to exceed the theoretical maxi-
mum data the relevant components could 
produce over a defined audit retention pe-
riod. 

Yes 
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CR 2.9 RE 1 Warn when audit 
record storage ca-
pacity threshold 
reached 

Components shall provide the capabil-
ity to issue a warning when the allo-
cated audit record storage reaches a 
configurable threshold. 

Dispel provides a warning when allocated au-
dit record storage space reaches a configura-
ble threshold. Please note the storage space 
allocation is typically set to exceed the theo-
retical maximum data the relevant compo-
nents could produce over a defined audit re-
tention period. 

Yes 

CR 2.10 Response to audit 
processing fail-
ures 

Components shall: 
 
A) Provide the capability to protect 
against the loss of essential services 
and functions in the event of an audit 
processing failure; and 
B) Provide the capability to support ap-
propriate actions in response to an au-
dit processing failure according to 
commonly accepted industry practices 
and recommendations. 

Dispel’s logging and audit systems sit in a 
segmented area from those systems respon-
sible for performing essential services and 
functions. An alert is provided when a log 
server experiences a failure. 

Yes 

CR 2.11 Timestamps Components shall provide the capabil-
ity to create timestamps (including date 
and time) for use in audit records. 

All components provide timestamps as part 
of their log feeds. 

Yes 

CR 2.11 RE 1 Time synchroniza-
tion 

Components shall provide the capabil-
ity to create timestamps that are syn-
chronized with a system wide time 
source. 

All components are synchronized to Coordi-
nated Universal Time over NTP. Most are ei-
ther Stratum 3 or Stratum 4. 

Yes 

CR 2.11 RE 2 Protection of time 
source integrity 

The time synchronization mechanism 
shall provide the capability to detect 
unauthorized alteration and cause an 
audit event upon alteration. 

Time source integrity is structurally embed-
ded through a cross referencing mechanism 
that relies upon multiple Stratum 0 devices. 
This error-checking system does not distin-
guish between unauthorized and signal deg-
radation-induced changes.   

Yes 
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CR 2.12 Non-repudiation If a component provides a human user 
interface, the component shall provide 
the capability to determine whether a 
given human user took a particular ac-
tion. Control elements that are not able 
to support such capability shall be 
listed in component documents. 

Dispel can provide session recordings of all 
activities performed by a user through a vir-
tual desktop. Session recording is rendered as 
an optional service. 

Yes 

CR 2.12 RE 1 Non-repudiation 
for all users  

Components shall provide the capabil-
ity to determine whether a given user 
(human, software process or device) 
took a particular action. 

Logging at each component within a Dispel 
remote access deployment provides time-
stamped associations between each individ-
ual action and the user associated with that 
action.   As a further point of assurance 
against parallel transmissions, any connection 
that passes through a Dispel remote access 
channel runs through at least one single-ten-
anted conduit that can be traced back to one, 
and only one, specific user (human, software 
process, or device). 

Yes 

EDR 2.13 Use of physical 
diagnostic and 
test interfaces 

Embedded devices shall protect 
against unauthorized use of the physi-
cal factory diagnostic and test inter-
face(s) (e.g. JTAG debugging). 

Not Applicable. Not Appli-
cable 

EDR 2.13 RE 1 Active monitoring Embedded devices shall provide active 
monitoring of the device’s diagnostic 
and test interface(s) and generate an 
audit log entry when attempts to ac-
cess these interface(s) are detected. 

Not Applicable. Not Appli-
cable 
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HDR 2.13 Use of physical 
diagnostic and 
test interfaces 

Host devices shall protect against un-
authorized use of the physical factory 
diagnostic and test interface(s) (e.g. 
JTAG debugging). 

Dispel’s virtual desktop components can, at 
times, be considered Host Devices under the 
IEC 62443 framework. Dispel virtual desktops, 
when allocated to a User, restrict that User to 
an Administrator-defined scope of actions. 

Yes 

HDR 2.13 RE 1 Active monitoring Host devices shall provide active moni-
toring of the device’s diagnostic and 
test interface(s) and generate an audit 
log entry when attempts to access 
these interface(s) are detected. 

Dispel’s virtual desktop components can, at 
times, be considered Host Devices under the 
IEC 62443 framework. Dispel virtual desktops 
speak syslog and can supply a feed for when 
attempts are made to access diagnostic and 
test interfaces. Further, Dispel virtual desk-
tops provide screen recording and live 
streaming.  

Yes 

NDR 2.13 Use of physical 
diagnostic and 
test interfaces 

Network devices shall protect against 
unauthorized use of the physical fac-
tory diagnostic and test interface(s) 
(e.g. JTAG debugging). 

All Dispel systems prevent use of physical fac-
tory diagnostic and test interfaces on the Dis-
pel platform without authorization. 

Yes 

NDR 2.13 RE 1 Active monitoring Network devices shall provide active 
monitoring of the device’s diagnostic 
and test interface(s) and generate an 
audit log entry when attempts to ac-
cess these interface(s) are detected. 

All Dispel systems provide active monitoring 
of, amongst other things, the diagnostic and 
test interfaces, generating log entries when 
attempts to access these interfaces are de-
tected. 

Yes 
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IEC 62443-4-2 FR 3 – System integrity     
     
Part Title Requirement Dispel Product/Feature   
CR 3.1 Communication 

integrity 
Components shall provide the 
capability to protect integrity of 
transmitted information. 

Data sent over Dispel’s remote access system 
traverses a colorless core, moving target de-
fense software defined wide area network 
built over any of 7 major commercial public 
cloud provider or, depending upon the cus-
tomer, private or government clouds. Except 
if specified by the customer, Dispel encrypts 
all transmission within the network such that 
they exceed CNSA Suite guidelines – specifi-
cally, by using AES-256 with independent 
4096-bit keys used for the initial key ex-
change. SR 3.1 goes further in the supple-
mental guidance section, however, in calling 
for hardening of hardware components to 
meet relevant environmental risks to signal 
integrity. Dispel provides ruggedized form-
factor Wicket ESIs to the specifications of the 
customer. While case-by-case, typical rug-
gedized Wicket ESI form factors are tested to 
align with IEC 60068-2-64 and IEC 60068-2-
27. 

Yes 

CR 3.1 RE 1 Communication 
authentication 

Components shall provide the 
capability to verify the authen-
ticity of received information 
during communication. 

Data traversing a Dispel moving target de-
fense software defined wide area network is 
sent between whitelisted components tun-
neled together using AES-256 wrappers es-
tablished with independent 4096-bit keys 
that cycle every few minutes. Authenticity is 
therefore verified both through encryption (is 
the decrypted packet parse-able?) and origin.  

Yes 
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CR 3.2 Protection from 
malicious code 

The protection from malicious 
code requirements are compo-
nent-specific and can be lo-
cated as requirements for each 
specific component type in 
Clauses 12 through 15. 

Please see EDR 3.2, HDR 3.2, and NDR 3.2. This 
section is met where applicable. 

Yes 

SAR 3.2 Protection from 
malicious code 

The application product sup-
plier shall qualify and document 
which protection from mali-
cious code mechanisms are 
compatible with the application 
and note any special configura-
tion requirements. 

Not Applicable. Not Appli-
cable 

EDR 3.2 Protection from 
malicious code 

The embedded device shall pro-
vide the capability to protect 
from installation and execution 
of unauthorized software. 

Not Applicable. Not Appli-
cable 

HDR 3.2 Protection from 
malicious code 

There shall be mechanisms on 
host devices that are qualified 
by the IACS product supplier to 
provide protection from mali-
cious code. The IACS product 
supplier shall document any 
special configuration require-
ments related to protection 
from malicious code. 

Dispel’s virtual desktop components can, at 
times, be considered Host Devices under the 
IEC 62443 framework. Dispel virtual desktops, 
in such situations, are deployed with antivirus 
software.    

Yes 
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HDR 3.2 RE 1 Report version 
of code protec-
tion 

The host device shall automati-
cally report the software and file 
versions of protection from ma-
licious code in use (as part of 
overall logging function). 

Dispel’s virtual desktop components can, at 
times, be considered Host Devices under the 
IEC 62443 framework. Dispel virtual desktops 
are launched from golden images which 
query for the latest available versions of anti-
virus software to be loaded onto the virtual 
desktop. Log reports from the virtual desktop 
and launch engine correlate to yield the 
name(s) and file version(s) of antivirus soft-
ware running on the virtual desktop. 

Yes 

NDR 3.2 Protection from 
malicious code 

The network device shall pro-
vide for protection from mali-
cious code. 

All Dispel components work towards meeting 
the spirit as well as letter of NDR 3.2 at multi-
ple levels, including antivirus, authenticity 
checks, and process whitelisting. 

Yes 

CR 3.3 Security func-
tionality verifi-
cation 

Components shall provide the 
capability to support verifica-
tion of the intended operation 
of security functions according 
to IEC 62443-3-3 SR3.3. 

When testing of the nature described in IEC 
62443-3-3 SR 3.3 and its supplemental guid-
ance section arise, Dispel not only provides 
the customer with the ability to have testers 
assess the live system, but also provides the 
customer with a replica environment the test-
ers can run initial verifications against without 
potentially destabilizing operations. Tests 
may be scripted/automated or manual in na-
ture and may be run during normal or offline 
operations. 

Yes 
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CR 3.3 RE 1 Security func-
tionality verifica-
tion during nor-
mal operation 

Components shall provide the 
capability to support verifica-
tion of the intended operation 
of security functions during 
normal operations. This RE 
needs to be carefully imple-
mented to avoid detrimental ef-
fects. It may not be suitable for 
safety systems. 

When testing of the nature described in IEC 
62443-3-3 SR 3.3 and its supplemental guid-
ance section arise, Dispel not only provides 
the customer with the ability to have testers 
assess the live system, but also provides the 
customer with a replica environment the test-
ers can run initial verifications against without 
potentially destabilizing operations. Tests 
may be scripted/automated or manual in na-
ture and may be run during normal or offline 
operations. 

Yes 

CR 3.4 Software and 
information in-
tegrity 

Components shall provide the 
capability to perform or support 
integrity checks on software, 
configuration and other infor-
mation as well as the recording 
and reporting of the results of 
these checks or be integrated 
into a system that can perform 
or support integrity checks. 

Every component within a Dispel system sup-
plies syslog data that can be directed to a 
configurable logging and monitoring server. 
Further, virtual desktop components contain 
antivirus software to perform integrity checks, 
the results of which can then be passed to 
supporting recording and reporting systems. 

Yes 

CR 3.4 RE 1 Authenticity of 
software and in-
formation 

Components shall provide the 
capability to perform or support 
authenticity checks on software, 
configuration and other infor-
mation as well as the recording 
and reporting of the results of 
these checks or be integrated 
into a system that can perform 
or support authenticity checks. 

Every component within a Dispel system sup-
plies syslog data that can be directed to a 
configurable logging and monitoring server. 
Included within this data stream are alarms 
related to change point detection. This sys-
tem can be supported by being connected to 
a logging and monitoring server supplied 
with contextual data that would enhance the 
likelihood of detecting malicious software, 
configuration attempts, or other activities. 

Yes 
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CR 3.4 RE 2 Automated noti-
fication of integ-
rity violations 

If the component is performing 
the integrity check, it shall be 
capable of automatically 
providing notification to a con-
figurable entity upon discovery 
of an attempt to make an unau-
thorized change. 

Every component within a Dispel system sup-
plies syslog data that can be directed to a 
configurable logging and monitoring server. 
Included within this data stream are alarms 
related to change point detection.  

Yes 

CR 3.5 Input validation Components shall validate the 
syntax, length and content of 
any input data that is used as an 
industrial process control input 
or input via external interfaces 
that directly impacts the action 
of the component. 

Dispel can provide syntactical, length, and 
content analysis of inputs through its virtual 
desktop component.  

Yes 

CR 3.6 Deterministic 
output 

Components that physically or 
logically connect to an automa-
tion process shall provide the 
capability to set outputs to a 
predetermined state if normal 
operation as defined by the 
component supplier cannot be 
maintained. 

Dispel’s Wicket ESI can be set to a predeter-
mined state of either Fail-to-Closed or Fail-to-
Open if the Wicket or connected systems 
cease to function properly.  

Yes 

CR 3.7 Error handling Components shall identify and 
handle error conditions in a 
manner that does not provide 
information that could be ex-
ploited by adversaries to attack 
the IACS. 

Dispel supplies verbose error messages when 
systems have experienced failures that, if re-
viewed by a Dispel employee or trained third 
party with appropriate access credentials, can 
permit troubleshooting to take place effi-
ciently. These error messages do not reveal 
information that would aid an attacker in 
damaging the Dispel system further. 

Yes 
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CR 3.8 Session integ-
rity 

Components shall provide 
mechanisms to protect the in-
tegrity of communications ses-
sions including: 
 
A) The capability to invalidate 
session identifiers upon user 
logout or other session termi-
nation (including browser ses-
sions); 
B) The capability to generate a 
unique session identifier for 
each session and recognize only 
session identifiers that are sys-
tem-generated; and 
C) The capability to generate 
unique session identifiers with 
commonly accepted sources of 
randomness. 

Users are only able to reach a virtual desktop 
supplied by Dispel using Microsoft Remote 
Desktop Protocol which, in turn, relies upon a 
uniquely generated session ID to maintain the 
connection. When a session is terminated, the 
associated virtual desktop is destroyed. This 
achieves the same outcome as invalidating 
the session ID, as there is nothing to which the 
session ID can associate any longer.  While the 
Microsoft Remote Desktop Protocol applica-
tion is commonly used, there is no reason to 
believe that session IDs generated by the ap-
plication are created with an acceptable de-
gree of randomness. To overcome this, Dispel 
relies upon a combination of IP Whitelisting 
at the virtual desktop level, and the randomly 
generated locations of these virtual desktops, 
to prevent the hijacking for which IEC 62443-
3-3 SR 3.8 RE 3 was written, which maps to CR 
3.8(c). 

Yes 

CR 3.9 Protection of 
audit infor-
mation 

Components shall protect audit 
information, audit logs, and au-
dit tools (if present) from unau-
thorized access, modification 
and deletion. 

Where Dispel is in control of the storage of 
audit information rather than the customer, 
Dispel has audit records stored on WORM 
data tapes stored in secured, geographically 
dispersed facilities supplied and maintained 
by Partners (for example, Amazon Web Ser-
vices’ S3 Glacier Deep Archive). 

Yes 
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CR 3.9 RE 1 Audit records on 
write-once me-
dia 

Components shall provide the 
capability to store audit records 
on hardware-enforced write-
once media. 

Where Dispel is in control of the storage of 
audit information rather than the customer, 
Dispel has audit records stored on WORM 
data tapes. 

Yes 

CR 3.10 Support for up-
dates 

The support for updates re-
quirements are component-
specific and can be located as 
requirements for each specific 
device type in Clauses 12 
through 15. 

Please see EDR 3.10, HDR 3.10, and NDR 3.10. 
This section is met where applicable. 

Yes 

EDR 3.10 Support for up-
dates 

The embedded device shall 
support the ability to be up-
dated and upgraded. 

Not Applicable. Not Appli-
cable 

EDR 3.10 RE 1 Update authen-
ticity and integ-
rity 

The embedded device shall val-
idate the authenticity and in-
tegrity of any software update 
or upgrade prior to installation. 

Not Applicable. Not Appli-
cable 

HDR 3.10 Support for up-
dates 

Host devices shall support the 
ability to be updated and up-
graded. 

Dispel’s virtual desktop components can, at 
times, be considered Host Devices under the 
IEC 62443 framework. Dispel virtual desktops 
are single use, being updated and upgraded 
through self-destruction and replacement.  

Yes 

HDR 3.10 RE 1 Update authen-
ticity and integ-
rity 

Host devices shall validate the 
authenticity and integrity of any 
software update or upgrade 
prior to installation. 

Dispel’s virtual desktop components can, at 
times, be considered Host Devices under the 
IEC 62443 framework. Dispel virtual desktops 
are built from golden images which query for 
the latest versions of all software compo-
nents. The authenticity of each software com-
ponent is checked as part of the build pro-
cess. 

Yes 
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NDR 3.10 Support for up-
dates 

Network devices shall support 
the ability to be updated and 
upgraded. 

In meeting NDR 3.10 in the spirit as well as 
letter, one must recognize that each compo-
nent of a Dispel system is launched on a vir-
tual machine and that these virtual machines 
are not updated or upgraded once launched. 
Rather, “updates” and “upgrades” are per-
formed by destroying and replacing the rele-
vant virtual machines whenever an update or 
upgrade is required. This condenses the at-
tack surface further than the authors of NDR 
3.10 had envisioned as possible for network 
components. The system as a whole, then, 
supports the ability of updates and upgrades 
but, at its most granular level, deliberately 
does not permit updates or upgrades. 

Yes 

NDR 3.10 RE 1 Update authen-
ticity and integ-
rity 

Network devices shall validate 
the authenticity and integrity of 
any software update or upgrade 
prior to installation. 

In meeting NDR 3.10 in the spirit as well as 
letter, one must recognize that each compo-
nent of a Dispel system is launched on a vir-
tual machine and that these virtual machines 
cannot be updated or upgraded once 
launched. Rather, “updates” and “upgrades” 
are performed by destroying and replacing 
the relevant virtual machines. Integrity and 
verification checks for such updates and up-
grades are performed at launch. 

Yes 

CR 3.11 Physical tamper 
resistance and 
detection 

The physical tamper resistance 
and detection requirements are 
component-specific and can be 
located as requirements for 
each specific device type in 
Clauses 12 through 15. 

Please see EDR 3.11, HDR 3.11, and NDR 3.11. 
This section is met where applicable. 

Yes 
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EDR 3.11 Physical tamper 
resistance and 
detection 

The embedded device shall pro-
vide tamper resistance and de-
tection mechanisms to protect 
against unauthorized physical 
access into the device. 

Not Applicable. Not Appli-
cable 

EDR 3.11 RE 1 Notification of a 
tampering at-
tempt 

The embedded device shall be 
capable of automatically 
providing notification to a con-
figurable set of recipients upon 
discovery of an attempt to 
make an unauthorized physical 
access. All notifications of tam-
pering shall be logged as part of 
the overall audit logging func-
tion. 

Not Applicable. Not Appli-
cable 

HDR 3.11 Physical tamper 
resistance and 
detection 

Host devices shall provide the 
capability to support tamper re-
sistance and detection mecha-
nisms to protect against unau-
thorized physical access into 
the device. 

Dispel’s virtual desktop components can, at 
times, be considered Host Devices under the 
IEC 62443 framework. These virtual desktops 
are positioned, except where specified by the 
customer, on public clouds. The specifics of 
each public cloud provider’s physical security 
processes are beyond the scope of this report. 
However, all public cloud providers in the Dis-
pel inventory supply physical security reports 
that may be supplied upon request. 

Yes 
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HDR 3.11 RE 1 Notification of a 
tampering at-
tempt 

Host devices shall be capable of 
automatically providing notifi-
cation to a configurable set of 
recipients upon discovery of an 
attempt to make an unauthor-
ized physical access. All notifi-
cations of tampering shall be 
logged as part of the overall au-
dit logging function. 

Dispel’s virtual desktop components can, at 
times, be considered Host Devices under the 
IEC 62443 framework. These virtual desktops 
are positioned, except where specified by the 
customer, on public clouds. Most public cloud 
providers provide reports to Dispel when un-
authorized physical access is discovered or at-
tempted. When HDR 3.11 RE 1 compliance is 
required, Dispel restricts cloud usage to those 
public clouds that provide tampering report 
feeds. 

Yes 

NDR 3.11 Physical tamper 
resistance and 
detection 

Network devices shall provide 
tamper resistance and detec-
tion mechanisms to protect 
against unauthorized physical 
access into the device. 

Dispel’s systems are almost entirely posi-
tioned on virtual machines launched on pub-
lic clouds. The specifics of each public cloud 
provider’s physical security processes are be-
yond the scope of this report. However, all 
public cloud providers in the Dispel inventory 
supply physical security reports that may be 
supplied upon request or automatically di-
rected to a monitoring platform via a feed. 
The one component that, often as not, is de-
ployed on a hardware device on-premises is a 
Dispel Wicket External Systems Integrator (a 
Wicket ESI). The Wicket ESI, where conform-
ance with NDR 3.11 is required, is launched 
on a tamper resistant, alarmed, hardware 
platform.  

Yes 
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NDR 3.11 RE 1 Notification of a 
tampering at-
tempt 

Network devices shall be capa-
ble of automatically providing 
notification to a configurable 
set of recipients upon discovery 
of an attempt to make an unau-
thorized physical access. All no-
tifications of tampering shall be 
logged as part of the overall au-
dit logging function. 

Dispel’s systems are almost entirely posi-
tioned on virtual machines launched on pub-
lic clouds. The specifics of each public cloud 
provider’s physical security processes are be-
yond the scope of this report. However, all 
public cloud providers in the Dispel inventory 
supply physical security reports that may be 
supplied upon request or automatically di-
rected to a monitoring platform via a feed. 
The one component that, often as not, is de-
ployed on a hardware device on-premises is a 
Dispel Wicket External Systems Integrator (a 
Wicket ESI). The Wicket ESI, where conform-
ance with NDR 3.11 is required, is launched 
on a tamper resistant, alarmed, hardware 
platform which can provide a feed of such 
tampering to a log server. 

Yes 

CR 3.12 Provisioning 
product sup-
plier roots of 
trust 

The provisioning product sup-
plier roots of trust requirements 
are component-specific and can 
be located as requirements for 
each specific device type in 
Clauses 12 through 15. 

Please see EDR 3.12, HDR 3.12, and NDR 3.12. 
This section is met where applicable. 

Yes 

HDR 3.12 Provisioning 
product sup-
plier roots of 
trust 

Host devices shall provide the 
capability to provision and pro-
tect the confidentiality, integ-
rity, and authenticity of product 
supplier keys and data to be 
used as one or more “roots of 
trust” at the time of manufac-
ture of the device. 

Dispel’s virtual desktop components can, at 
times, be considered Host Devices under the 
IEC 62443 framework.  These virtual desktops 
are positioned, except where specified by the 
customer, on public clouds. These virtual 
desktops protect the confidentiality, integrity, 
and authenticity of private keys.  

Yes 
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EDR 3.12 Provisioning 
product sup-
plier roots of 
trust  

Embedded devices shall pro-
vide the capability to provision 
and protect the confidentiality, 
integrity, and authenticity of 
product supplier keys and data 
to be used as one or more 
“roots of trust” at the time of 
manufacture of the device. 

Not Applicable. Not Appli-
cable 

NDR 3.12 Provisioning 
product sup-
plier roots of 
trust 

Network devices shall provide 
the capability to provision and 
protect the confidentiality, in-
tegrity, and authenticity of 
product supplier keys and data 
to be used as one or more 
“roots of trust” at the time of 
manufacture of the device. 

In meeting NDR 3.13 in the spirit as well as 
letter of section 15.10.2, one must recognize 
that each component of a Dispel system is 
launched on a virtual machine and that many 
of these virtual machines cannot be reconfig-
ured once launched. In short, NDR 3.13 is not 
applicable to all components. However, for 
those components that can be reconfigured, 
or to which additional software may be 
added, data defining trusted origins is sup-
plied to the virtual machine as part of that 
component’s instantiation.  

Yes 

CR 3.13 Provisioning 
asset owner 
roots of trust 

The provisioning asset owner 
roots of trust requirements are 
component-specific and can be 
located as requirements for 
each specific device type in 
Clauses 12 through 15. 

Please see EDR 3.13, HDR 3.13, and NDR 3.13. 
This section is met where applicable. 

Yes 
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EDR 3.13  Provisioning 
asset owner 
roots of trust 

Embedded devices shall: 
 
A) Provide the capability to pro-
vision and protect the confiden-
tiality, integrity, and authentic-
ity of asset owner keys and data 
to be used as “roots of trust”; 
and, 
B) Support the capability to pro-
vision without reliance on com-
ponents that may be outside of 
the device’s security zone. 

Not Applicable. Not Appli-
cable 

HDR 3.13 Provisioning 
asset owner 
roots of trust 

Host devices shall: 
A) Provide the capability to pro-
vision and protect the confiden-
tiality, integrity, and authentic-
ity of asset owner keys and data 
to be used as “roots of trust”; 
and,  
B) Support the capability to pro-
vision without reliance on com-
ponents that may be outside of 
the device’s security zone. 

Dispel’s virtual desktop components can, at 
times, be considered Host Devices under the 
IEC 62443 framework. These virtual desktops 
can independently generate and protect pri-
vate keys.   

Yes 
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NDR 3.13 Provisioning 
asset owner 
roots of trust 

Network devices shall: 
 
A) Provide the capability to pro-
vision and protect the confiden-
tiality, integrity, and authentic-
ity of asset owner keys and data 
to be used as “roots of trust”; 
and, 
B) Support the capability to pro-
vision without reliance on com-
ponents that may be outside of 
the device’s security zone. 

In meeting NDR 3.13 in the spirit as well as 
letter of section 15.10.2, one must recognize 
that each component of a Dispel system is 
launched on a virtual machine and that many 
of these virtual machines cannot be reconfig-
ured once launched. In short, NDR 3.13 is not 
applicable to all components. However, for 
those components that can be reconfigured, 
or to which additional software may be 
added, data defining trusted origins is sup-
plied to the virtual machine as part of that 
component’s instantiation.  

Yes 

CR 3.14 Integrity of the 
boot process 

The integrity of the boot pro-
cess requirements are compo-
nent-specific and can be lo-
cated as requirements for each 
specific device type in Clauses 
12 through 15. 

Please see EDR 3.14, HDR 3.14, and NDR 3.14. 
This section is met where applicable. 

Yes 

EDR 3.14 Integrity of the 
boot process 

Embedded devices shall verify 
the integrity of the firmware, 
software, and configuration 
data needed for the compo-
nent’s boot and runtime pro-
cesses prior to use. 

Not Applicable. Not Appli-
cable 

EDR 3.14 RE 1 Authenticity of 
the boot process 

Embedded devices shall use the 
component’s product supplier 
roots of trust to verify the au-
thenticity of the firmware, soft-
ware, and configuration data 
needed for the component’s 
boot process prior to it being 
used in the boot process. 

Not Applicable. Not Appli-
cable 
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HDR 3.14 Integrity of the 
boot process 

Host devices shall verify the in-
tegrity of the firmware, soft-
ware, and configuration data 
needed for the component’s 
boot process prior to it being 
used in the boot process. 

Dispel’s virtual desktop components can, at 
times, be considered Host Devices under the 
IEC 62443 framework.  These virtual desktops 
are launched from golden images – the integ-
rity of which is verified as part of the boot pro-
cess. 

Yes 

IEC 62443-4-2 HDR 3.14 
RE 1 

Authenticity of 
the boot process 

Host devices shall use the com-
ponent’s product supplier roots 
of trust to verify the authenticity 
of the firmware, software, and 
configuration data needed for 
the component’s boot process 
prior to it being used in the 
boot process. 

Dispel’s virtual desktop components can, at 
times, be considered Host Devices under the 
IEC 62443 framework.  All firmware, software, 
and configuration data needed for the boot 
process is verified prior to use in the boot 
process. 

Yes 

NDR 3.14  Integrity of the 
boot process 

Network devices shall verify the 
integrity of the firmware, soft-
ware, and configuration data 
needed for the component’s 
boot process prior to it being 
used in the boot process. 

All Dispel components verify the integrity of 
firmware, software, and configuration data 
prior to use in the boot process. 

Yes 

NDR 3.14 RE 1 Authenticity of 
the boot process 

Network devices shall use the 
component’s product supplier 
roots of trust to verity the au-
thenticity of the firmware, soft-
ware, and configuration data 
needed for the component’s 
boot process prior to it being 
used in the boot process. 

All Dispel components verify the integrity of 
firmware, software, and configuration data 
against Dispel roots of trust prior to use in the 
boot process. 

Yes 
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IEC 62443-4-2 FR 4 – Data Confidentiality     
     
Part Title Requirement Dispel Product/Feature   
CR 4.1 Information 

confidentiality 
Components shall: 
 
A) Provide the capability to protect the con-
fidentiality of information at rest for which 
explicit read authorization is supported; 
and, 
B) Support the protection of the confiden-
tiality of information in transit as defined in 
IEC 62443-3-3 SR 4.1. 

The only data stored at rest within a Dispel 
network is audit data. All audit data stored at 
rest is encrypted using AES 256. The Dispel’s 
networks are colorless core, meaning all data, 
irrespective of its confidentiality tier or exter-
nal factors such as zone traversal, is encrypted 
to the same level. The standard encryption 
treatment employed by Dispel in 2022 is to 
encrypt data with AES 256 using 4096-bit keys 
for the initial key exchange.  

Yes 

CR 4.2 Information per-
sistence 

Components shall provide the capability to 
erase all information, for which explicit read 
authorization is supported, from compo-
nents to be released from active service 
and/or decommissioned. 

All drives are re-encrypted then scrubbed to 
zero prior to their release from active service 
or decommissioning.  

Yes 
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CR 4.2 RE 1 Erase of shared 
memory re-
sources 

Components shall provide the capability to 
protect against unauthorized and unin-
tended information transfer via volatile 
shared memory resources. 
 
Volatile memory resources are those that 
generally do not retain information after 
being released to memory management. 
However, there are attacks against random 
access memory (RAM) which might extract 
key material or other confidential data be-
fore it is actually over-written. Therefore, 
when volatile shared memory is released 
back to the control system for use by a dif-
ferent user, all unique data and connec-
tions to unique data need to be purged 
from the resource so it is not visible or ac-
cessible to the new user. 

All RAM is re-encrypted then scrubbed to 
zero as part of the decommissioning process. 

Yes 

CR 4.2 RE 2 Erase verification Components shall provide the capability to 
verify that the erasure of information oc-
curred. 

Components are verified for erasure at the re-
encryption stage.  

Yes 

CR 4.3 Use of cryptog-
raphy 

If cryptography is required, the component 
shall use cryptographic security mecha-
nisms according to internationally recog-
nized and proven security practices and 
recommendations. 

Dispel’s components meet or exceed CNSA 
Suite guidelines except in client-specified sit-
uations (eg: exceptionally low bandwidth en-
vironments). 

Yes 

 

  



  IEC 62443 Coverage – Dispel, LLC    115 

 

DISPEL.IO   |   ENTERPRISE@DISPEL.IO 

IEC 62443-4-2 FR 5 – Restricted Data Flow     
     
Part Title Requirement Dispel Product/Feature   
CR 5.1 Network seg-

mentation 
Components shall support a segmented 
network to support zones and conduits, 
as needed, to support the broader net-
work architecture based on logical seg-
mentation and criticality. 

Dispel’s system supplies user, device, proto-
col, and network-level segmentation that can 
be mapped to a broader segmentation initia-
tive or itself serve as the driver of that seg-
mentation initiative.  

Yes 

CR 5.2 Zone boundary 
protection 

The zone boundary protection require-
ments are network-component-specific 
and can be located as requirements for 
network devices in Clause 15. 

Please see NDR 5.2, NDR 5.2 RE 1, NDR 5.2 RE 
2, and NDR 5.2 RE 3. These requirements are 
met. 

Yes 

NDR 5.2 Zone boundary 
protection 

A network device at a zone boundary 
shall provide the capability to monitor 
and control communications at zone 
boundaries to enforce the compartmen-
talization defined in the risk-based zones 
and conduits model. 

Dispel’s Wicket External System Integrator 
network component (a Wicket ESI) sits at the 
zone boundary. These components, along 
with their supporting Dispel components, 
monitor and control communications at the 
boundary. 

Yes 

NDR 5.2 RE 1 Deny all, permit 
by exception 

The network component shall provide 
the capability to deny network traffic by 
default and allow network traffic by ex-
ception (also termed deny all, permit by 
exception). 

All Dispel networks run on a deny-all, permit 
by exception model. 

Yes 

NDR 5.2 RE 2 Island mode The network component shall provide 
the capability to protect against any 
communication through the control sys-
tem boundary (also termed island mode). 

Dispel network component provide the ability 
to lock down all inbound communications by 
destroying the network itself.  

Yes 
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NDR 5.2 RE 3 Fail close The network component shall provide 
the capability to protect against any 
communication through the control sys-
tem boundary when there is an opera-
tional failure of the boundary protection 
mechanisms (also termed fail close). 

Dispel network components fail-to-close ex-
cept when expressly reconfigured by a cus-
tomer to fail-to-open. 

Yes 

CR 5.3 General-purpose 
person-to-per-
son communica-
tion restrictions 

The general-purpose person-to-person 
communication restriction requirements 
are network component-specific and can 
be located as requirements for network 
devices in Clause 15. 

Please see NDR 5.3. This requirement is met. Yes 

NDR 5.3 General purpose, 
person-to-per-
son communica-
tion restrictions 

A network device at a zone boundary 
shall provide the capability to protect 
against general purpose, person-to-per-
son messages from being received from 
users or systems external to the control 
system. 

Dispel networks rely upon protocol, device, IP, 
and port whitelisting as well as authentication 
barriers to prevent a user or system external 
to the control system from sending an unau-
thorized general purpose or person-to-per-
son message. 

Yes 

CR 5.4 Application par-
titioning 

There is no component level requirement 
associated with IEC 62443-3-3 SR 5.4. 

  Yes 
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IEC 62443-4-2 FR 6 – Timely Response To Events     
     
Part Title Requirement Dispel Product/Feature   
CR 6.1 Audit log ac-

cessibility 
Components shall provide the capability for 
authorized humans and/or tools to access 
audit logs on a read-only basis. 

Dispel provides customers with the ability to 
specify the manner in which audit logs are 
stored. By default, audit logs are stored on in-
ear tape open write once, read many data 
tapes (LTO WORM). 

Yes 

CR 6.1 RE 1 Programmatic 
access to audit 
logs 

Components shall provide programmatic 
access to audit records by either using an 
application programming interface (API) or 
sending the audit records to a centralized 
system. 

Audit logs are sent to a centralized recording 
server which itself supplies an API. 

Yes 

CR 6.2 Continuous 
monitoring 

Components shall provide the capability to 
be continuously monitored using commonly 
accepted security industry practices and rec-
ommendations to detect, characterize and 
report security breaches in a timely manner. 

All components speak syslog which can be 
tied back to a monitoring system. 

Yes 
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IEC 62443-4-2 FR 7 – Resource Availability     
     
Part Title Requirement Dispel Product/Feature   
CR 7.1 Denial of service 

protection 
Components shall provide the capability to 
maintain essential functions when operat-
ing in a degraded mode as the result of a 
DoS event. 

Components will continue to operate at lower 
bandwidths experienced as a result of a DoS 
event. 

Yes 

CR 7.1 RE 1 Manage commu-
nication load 
from component 

Components shall provide the capability to 
mitigate the effects of information and/or 
message flooding types of DoS events. 

Dispel manages communication loads by em-
ploying IP whitelisting between network com-
ponents, being outbound-only at the Wicket 
ESI for establishing a connection to the first 
point in a remote access network, and for be-
ing unresponsive to inbound communica-
tions on all components once a connection is 
established (other than from that one IP ad-
dress, of course). These actions have the ef-
fect of mitigating the risk of at DoS event tak-
ing place. 

Yes 

CR 7.2 Resource man-
agement 

Components shall provide the capability to 
limit the use of resources by security func-
tions to protect against resource exhaus-
tion. 

Dispel’s components are positioned in virtu-
alized environments which allow their re-
source consumption rates to be capped with-
out relying upon any other part of the Dispel 
system functioning properly. 

Yes 

CR 7.3 Control system 
backup 

Components shall provide the capability to 
participate in system level backup opera-
tions in order to safeguard the component 
state (user- and system-level information). 
The backup process shall not affect the nor-
mal component operations. 

All backup data on Dispel’s system is run from 
resource pools that are independent of those 
used to support normal component opera-
tions. 

Yes 
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CR 7.3 RE 1 Backup integrity 
verification 

Components shall provide the capability to 
validate the integrity of backed up infor-
mation prior to the initiation of a restore of 
that information. 

Dispel’s components recover and reconstitute 
from “golden images” whose validity can 
themselves be checked to meet CR 7.3 RE 1. 

Yes 

CR 7.4 Control system 
recovery and re-
constitution 

Components shall provide the capability to 
be recovered and reconstituted to a known 
secure state after a disruption or failure. 

Dispel’s components recover and reconstitute 
from “golden images”, which are known, se-
cure, states. 

Yes 

CR 7.5 Emergency 
power 

There is no component level requirement 
associated with IEC 62443-3-3 SR 7.5. 

  Yes 

CR 7.6 Network and se-
curity configu-
ration settings 

Components shall provide the capability to 
be configured according to recommended 
network and security configurations as de-
scribed in guidelines provided by the con-
trol system supplier. The component shall 
provide an interface to the currently de-
ployed network and security configuration 
settings. 

All Dispel components can be configured 
through the Dispel management console. 

Yes 

CR 7.6 RE 1 Machine-reada-
ble reporting of 
current security 
settings 

Components shall provide the capability to 
generate a report listing the currently de-
ployed security settings in a machine-read-
able format. 

Dispel supplies an API through which security 
settings can be pulled from all deployed com-
ponents. 

Yes 

CR 7.7 Least functional-
ity 

Components shall provide the capability to 
specifically restrict the use of unnecessary 
functions, ports, protocols and/or services. 

All Dispel deployments are launched with 
protocol, process, port, and IP whitelists. 

Yes 

CR 7.8 Control system 
component in-
ventory  

Components shall provide the capability to 
support a control system component in-
ventory according to IEC 62443-3-3 SR 7.8. 

Supporting IEC 62443-3-3 SR 7.8, all Dispel 
components are listed along with their speci-
fications in the Dispel management console.  

Yes 
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Utilities and manufacturers use Dispel for secure remote 
access to their industrial control systems. Dispel serves 

over 44 million people and partners every day from 
offices in New York, Austin, Virginia, and Tokyo.
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